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USMA POLICY MEMORANDUM NUMBER 25-IA-1-02





SUBJECT:  USMA Information Assurance Program 








1.  PURPOSE.  To implement the United States Military Academy Information Assurance Program (USMAIAP) and establish policies and responsibilities to support the program. 





2.  REFERENCES.  AR 380-19, AR 25-1, R 011530Z NOV 00 FM DA WASHINGTON DC//SAIS-IAS// SUBJECT: New Information Assurance (IA) Personnel Structure - Interim ISS Policy Change, �


3.  APPLICABILITY.  This policy applies to the United States Military Academy (USMA) agencies, activities, and tenant activities.





4.  BACKGROUND.  





	The USMAIAP is a unified approach to protecting information while in Information Systems (IS) and established to consolidate and focus USMA efforts in securing that information and its associated systems and resources.





	It is designed to achieve the most effective and economical policy possible for all IS using the risk management approach for implementing security safeguards.  To attain an acceptable level of risk, a combination of staff and activity actions are necessary to develop policy and guidance, identify problems and requirements, and adequately plan for required resources.





5.  POLICY





	a.  An IA personnel structure will be established to implement the USMAIAP.  These personnel will be the focal point for IA matters within their command or activities and will have authority to enforce security policies and safeguards for their systems.  This authority includes suspending system operations based on an identified security deficiency. The IA staff will be optimally positioned within the organization to ensure that system security is not bypassed at the expense of operations.





	b.  An Information Assurance Program Manager (IAPM) will be appointed to establish and manage the USMAIAP.





	c.  An Information Assurance Network Manager (IANM) will be appointed and, under the purview of the IAPM, will provide direct support to the IAPM on matters of network security and the command IA program.





	d.  Information Assurance Managers (IAM) will be appointed by the Dean of the Academic Board, the Commandant of the United States Corps of Cadets and the Garrison Commander. The USMA IAPM will serve the function of the senior IAM.  IAMs must be certified and maintain the certification.  





	e.  United States Military Academy Computer Emergency Response Team (USMA CERT) will be developed to support the IAPM.  The USMA CERT is an advisory body that will assist the Office of the Chief Information Officer and IAPM.





6.  RESPONSIBILITIES.





	a.  The Information Assurance Program Manager (IAPM) is the proponent for this policy and will:





	(1)  Be responsible for the IA posture of USMA.


	(2)  Establish and maintain guidance for the USMAIAP.


	(3)  Chair and oversee the USMA CERT.


	(4)  Establish procedures to monitor, collect data, and report through the Information Management Steering Committee to the Superintendent.


	(5)  Develop and staff IA policy within the command.


	(6)  Establish procedures to document the status of all IS accreditations.


	(7)  Establish and oversee an IA training program.


	(8)  Establish, conduct and oversee a program of command assessments to determine the command IA status and notify the Superintendent of the results.


	(9)  Establish and manage IA reporting and compliance procedures to ensure compliance with the DoD mandated Information Assurance Vulnerability Alert (IAVA) process.


	(10)  Manage IA resource requirements.


	(11)  Work with commanders to ensure compliance with DA IA policies.


	(12)  Ensure an inventory of IS products and equipment is maintained.


	(13)  Ensure a MACOM Information Assurance Network Manager (IANM) is appointed.


	(14)  Ensure Information Assurance Managers (IAM’s) are appointed at the appropriate level below MACOM.


	(15)  Serve as the MACOM point of contact for ACERT and RCERT-C advisories and manage the command IA incident reporting program, and finally.


	(16)  Manages the Information Operations Condition (INFOCON) program.





	b.  Major Activity Directors (MADs)/Activity Directors (ADs) will ensure that standards and guidance published in support of the Army IA program and the USMAIAP are met. 





c.  The Director of Information Management, the Associate Dean for Information and Educational Technology and the United States Corps of Cadets Information Systems Division will:





	(1)  Support the USMAIAP by following guidance put forth in this policy.


	(2)  Adhere to DA and USMAIAP policies.





	d.  The Information Assurance Network Manager (IANM) will:





		(1)  Develop and staff IA technical policy and procedures for all USMA unique networks.


		(2)  Ensure the installation network infrastructure and all tenant networks accessing that infrastructure, are planned, managed, and maintained per DA and DoD security requirements.


		(3)  Ensure all networks for which they are responsible are accredited.


		(4)  Coordinate with the IAPM and supported IAM’s  to ensure that all IS activity for which they are responsible are properly accredited and operated to the standard required for network connectivity.


		(5)  Develop and issue MACOM network security policy.


		(6)  Establish and maintain an inventory of IA products and equipment.


		(7)  Ensure that audit data is properly reviewed and maintained.


		(8)  Ensure USMA IA policies are implemented for the USMA network.


		(9)  Assist the USMA IAPM in monitoring and enforcing the IAVA process.  


		(10)  The IANM will also serve as the Information Assurance Network Officer (IANO) and support the IAMs.  The IANM will be certified and maintain the certification.





	e.  The Information Assurance Managers (IAM) will:





	(1)  Develop, staff and manage the IA programs for their area of responsibility in accordance with DA and USMA policies and guidance.  


	(2)  Ensure an appropriate hierarchy of subordinate IAMs, Information Assurance Security Officers (IASO), and System Administrators (SA) is developed, certified, and maintained.





	f.  The function of the United States Military Academy Computer Emergency Response Team (USMA CERT) is twofold; it is both proactive and reactive.





	(1)  Its proactive function is the Information Assurance (IA) planning, architecture, and evaluation of the security aspects of the USMA Network.


	(2)  Its reactive function is to bring all the available expertise to bear on a network security emergency to both secure the network and to restore required network functionality as quickly as possible.





7.  EXPIRATION.  This Policy Memorandum remains in effect until rescinded or superseded.





FOR THE SUPERINTENDENT:











			/ original signed /


			GREGORY J. DYSON


			COL, FA


			Chief of Staff
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