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USMA POLICY MEMORANDUM NUMBER 31-97





SUBJECT:  United States Military Academy (USMA) Presence on the World-Wide Web (WWW)








1.	PURPOSE.  To establish policy concerning WWW hosts, servers, home pages, and documents.





2.	APPLICABILITY.  This policy applies to all USMA offices, directorates, activities, and tenant units. 





3.  	BACKGROUND.  The WWW consists of computers (“hosts”) running WWW server software that are connected by a communications network.  WWW software makes it possible for an author to develop and publish documents that present information in a variety of formats to include text, graphics, pictures, sound, animation, and full-motion video.  Posting these documents to a WWW server with a network connection makes this information available to anyone on the network who has WWW client software.  WWW documents are “linked” so that readers may move easily among them.  The WWW is a means of communication that provides an effective and efficient way to make information available to others.  This memorandum establishes minimum essential policy and procedures for regulating WWW services and document dissemination at USMA.





4.  	POLICY.





	a.  	WWW Documents.  Only information that has been properly reviewed and cleared for dissemination will be published on the WWW.  Directors of USMA Major Activity Directorates (MADs) are responsible for reviewing, clearing, and maintaining information posted to both internal and external WWW servers.  MADs should contact the USMA Public Affairs Office (PAO) for guidance as needed. The author is always ultimately responsible for ensuring that information published on the WWW is both accurate and current, and represents USMA, the US Army, and the DoD in a professional manner.  The following types of information will never be posted on the WWW:





		(1)	Classified information.





		(2)	Privacy Act information without a signed waiver.





		(3)	For Official Use Only (FOUO) information.





		(4)	Unclassified information that requires special handling, e.g.,


 Limited Distribution (LIMDIS) and scientific and technical information
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protected by Technology Transfer laws.





		(5)	Freedom Of Information Act (FOIA) exempt information.





	b.	WWW Hosts.  The DOIM will serve as the Designated Approving Authority (DAA) for all WWW hosts at USMA.  Activities will use existing Capability Request (CAPR) procedures IAW ref. 6.d. to obtain authorization for establishing WWW hosts.  Each WWW host will have designated primary and alternate administrators.  The DOIM will operate both internal and external USMA WWW hosts for the Superintendent.  An internal host is a computer accessible only from within USMA.  An external host is accessible from both inside and outside USMA.  Internal WWW hosts must have a minimum of two independent security safeguards to ensure that they are only accessible from inside USMA.  The DOIM will ensure that firewall protection (network security) is in place for all WWW hosts.  Individual personal WWW hosts are not authorized.





	c.	WWW Servers and Home Pages.  The DOIM will serve as the DAA for the establishment of WWW servers and home pages at USMA.  Activities will use existing Capability Request (CAPR) procedures IAW ref. 6.d. to obtain authorization for establishing a WWW server and WWW home pages. The DOIM will administer both internal and external USMA WWW servers and home pages for the Superintendent.  An internal server is accessible only from within USMA.  An external server is accessible from both inside and outside USMA.  Each WWW home page will have designated primary and alternate administrators.  WWW home page development will take place on internal WWW hosts only.  Home pages will be posted to external WWW servers only after being properly reviewed and cleared IAW par. 5.a.  At a minimum, the linking of WWW home pages (the WWW architecture) at USMA will follow the USMA organizational chart.  WWW home page administrators will ensure that the home pages of subordinate activities are linked to the parent activity’s home page(s).  Individual personal WWW servers and home pages are not authorized.





5.	PROCEDURES.  





	a.	Procedures for publishing information on the WWW will follow procedures currently in place for publishing paper documents IAW references 6.a-c.  MADs and the PAO may establish additional guidelines as needed to ensure that information to be published on the WWW is properly reviewed and cleared prior to being  posted to a WWW server.  MADs are responsible for keeping information posted on the WWW current.  





	b.	Procedures for establishing WWW hosts, servers, and home pages will follow Capability Request (CAPR) procedures currently in place for acquiring automation equipment and services IAW reference 6.d.  The DOIM may establish additional procedures for establishing WWW hosts, servers, and home pages as needed to ensure that the USMA WWW architecture is efficient, effective, and secure.  
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7.	EXPIRATION.  This Policy Memorandum supersedes USMA Policy Memorandum 31-95 and is effective until superseded or rescinded.





FOR THE SUPERINTENDENT:








	


	/ original signed /


	STEPHEN A. WINSOR				COL, GS


	Chief of Staff
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