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USMA POLICY MEMORANDUM NUMBER 93-01

SUBJECT:  Computer Network Use Policy

1.  PURPOSE.  To establish policy, assign responsibilities, and set procedures for use of the Military Academy's computer network.

2.  REFERENCES.  DoD Directive 5500.7, 30 August 1993, Standards of Conduct; DoD Directive 5500.7R, 30 August 1993, Joint Ethics Regulation; AR 25-1, 15 February 2000, Army Information Management; USMA Policy Memorandum 79-00, Academic Freedom, 26 August 2000.

3.  APPLICABILITY.  This policy applies to all users of government-owned computers and non-government-owned computers that are connected to the Military Academy's computer network.

4.  BACKGROUND.  
The Military Academy owns, operates, and maintains an internal computer network, which is connected to the Internet via government provided telecommunications circuits.  As such, the Academy must establish guidelines for the use of its network, consistent with the requirements and restrictions of US law, and DoD and Army regulations.  This policy seeks to balance the requirements of law, the need for security, and appropriate use with the need to maintain academic freedom.




5.  POLICY.


a.  Authorized Use.  The use of the Academy's computer network is limited to the conduct of official business or other authorized uses.  Official business is defined as activity that is directly related to the conduct of DoD business or having an indirect impact on DoD's ability to conduct its business and specifically includes legitimate academic research.  Official use includes health, morale, and welfare communications by DoD personnel who are deployed in remote or isolated locations for extended periods of time, on official DoD business.  Authorized use includes recreational use by cadets who reside in the barracks, so long as such use complies with the provisions below.  In addition, brief communications made by DoD personnel while they are traveling on government business and personal communications from the usual work place (e.g., internet searches, e-mail) are authorized provided that they:



(1)  Do not adversely affect the performance of official duties;



(2)  Are of reasonable duration and frequency, and whenever possible, are made during personal time such as during lunch, break, and other off-duty periods;

(3)  Are not used for activities related to the operation of a personal business enterprise; and,


(4)  Serve a legitimate public interest (such as keeping personnel at their desks rather than requiring the use of commercial systems, improving morale, and job-searching in response to downsizing).


b.  Prohibitions.  The Academy's computer network will not be used:



(1)  In a way that would reflect adversely on the DoD or the Army (such as access to pornography web sites; chain e-mail messages; unofficial advertising, soliciting or selling via e-mail; and other uses that are incompatible with public service);



(2)  For unlawful activities, commercial purposes, or in support of "for profit" activities, personal use inconsistent with DoD policy, or uses that violate other  Army policies or public laws (such as violation of intellectual property, gambling, terrorist activities, and sexual or other forms of harassment);



(3)  For political transmissions to include transmissions which advocate the election of particular candidates for public office;



(4)  For misuse (such as theft or abuse of computing resources, or the misuse of electronic mail services such as unauthorized entry or hacking; use, transfer, and tampering with accounts and files of others, and interference with the work of others and with other computing resources; or,



(5)  For purposes that could reasonably be expected to cause, directly or indirectly, congestion, delay, or disruption of service to any computing facility or cause unwarranted or unsolicited interference with others' use of communications (i.e., Spam, chain letters, letter-bombs; broadcast of unsubstantiated virus warnings; broadcast of e-mail messages to large groups).


c.  Government Representation.  Users will not use the Academy's computer network to speak on behalf of the Military Academy, Army, DoD, or state/federal governments whether stated or implied, without explicit authority to do so.


d.  Monitoring and Privacy.  Government computer systems are subject to official monitoring at all times and the use of such systems constitutes consent to monitoring.  As a result, users have no expectation of privacy when using government computer systems.  However, this does not grant individual users the right to violate the legitimate privacy interests of other users.  All users must respect the privacy of other users.  Information obtained through monitoring can be used for authorized purposes including law enforcement and employee discipline.

6.  RESPONSIBILITIES.


a.  The Chief Information Officer (CIO) is the proponent for this policy and will:



(1)  Establish and maintain a Computer Network Use Policy web page.


(2)  Develop training standards and support packages to facilitate the education of users concerning this policy.


(2)  Assess the effectiveness of this policy in achieving compliance.


(4)  Establish procedures for monitoring network usage, collect data, and reporting through the Information Management Steering Committee to the Superintendent.


b.  Major Activity Directors (MADs)/Activity Directors (ADs) will:



(1)  Develop and administer education programs for their personnel.


(2)  
Educate cadets on appropriate computer network use through their respective cadet leader development programs.  However, the burden for cadet education falls mainly upon the Commandant and the Dean.  They are responsible for integrating computer network use topics into cadet values and academic education as they deem appropriate.

c.  Supervisors will ensure their personnel are familiar with the provisions of this policy.


7.  PROCEDURES.


a.  Education.  The Military Academy will focus its efforts on educating users of the Academy's computer network in order to achieve compliance with this policy.  Education will take two forms:  a warning screen and periodic training.



(1)  Warning Screen.  The CIO will ensure that each computer attached to the Academy's computer network displays the following warning screen when a user attempts to access a web site that may be unauthorized, as identified by the Academy's monitoring software:


"WARNING!  The Joint Ethics Regulation and DoD and Army regulations prohibit the use of government communications systems in a way that would reflect adversely upon the DoD or the Army.  The site you have selected may be an unauthorized site to visit using the Military Academy's computer network.  Refer to the Academy's Computer Network Use Policy, your unit information management officer (IMO), or your supervisor for more guidance.  Violators may be punished."


Click here to read about the Computer Network Use Policy.


Click here to proceed to the selected site.


Click here to cancel your selection.



(2)  Periodic Training.  The CIO will provide MADs/ADs training standards and support packages to facilitate the education of Academy personnel about this policy.  MADs/ADs will develop training based upon the CIO material that is appropriate for their personnel and provide such training to them periodically.

b.  Monitoring.  Use of a government-owned computer network constitutes consent to monitoring as outlined in paragraph 5d above.  However, such monitoring is not intended to be comprehensive and total.  Rather, it is to be conducted on a random and periodic basis, except as required in support of law enforcement efforts.  The CIO will monitor network use, gather and analyze data on web site access, and report to the Superintendent, through the IMSC, not less than semiannually.  The following data will be collected and reported:  sites accessed, the number of site hits each month, and a comparison of months throughout the year.  In addition, the CIO will monitor band-width usage and, when appropriate, recommend adjustments when performance of the Academy network is threatened or to project future band-width requirements.



8.  EXPIRATION.  This Policy Memorandum is effective until superseded or rescinded.

FOR THE SUPERINTENDENT:




/Original Signed/
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