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Summary:  This regulation provides guidance for the development and implementation of a unit/activity physical security/crime prevention program.  It also provides requirements for physical security/crime prevention at the installation level.



Applicability:  This regulation applies to all activities, host and tenant, on West Point and Stewart Army Subpost.



Supplementation:  Supplementation of this regulation is prohibited without prior approval from the Provost Marshal.



Interim Changes:  Interim changes to this regulation are not official unless they are authenticated by the Adjutant General.  Users will destroy interim changes on their expiration dates unless sooner superseded or rescinded.



Suggested Improvements:  The proponent agency of this regulation is the Provost Marshal (MAPM).  Users are invited to send comments and suggested improvements on DA Form 2028 (Recommended Changes to Publications and Blank Forms) directly to the Provost Marshal, United States Military Academy, West Point, New York  10996-5000.

____________________________________________________________________________________

*This regulation supersedes USMA REG 190-13 dated 22 June 1979

�USMA REG 190-13



Table of Contents



Chapter 1

General



Section I

Introduction



1-1.  Purpose, page 1

1-2.  Applicability, page 1

1-3.  Goals and Objectives, page 1

1-4.  Concept, page 1

1-5.  Explanation of terms, page 2

1-6.  References, page 2



Section II

Responsibilities



1-7.  Garrison Commander, page 2

1-8.  Activity Directors/Commanders, page 2

1-9.  Physical Security/Crime Prevention Officer, page 3

1-10. Adjutant General, page 4

1-11. Provost Marshal, page 4



Chapter 2

Security of Unit/Activity Funds & Property



2-1.  Minimum Standards, page 5

2-2.  Receipt for Personal Funds, page 5



Chapter 3

Program Support, page 6



Chapter 4

Unclassified Container Locks, page 6



Appendixes



A.  Physical Security/Crime Prevention Concepts and Initiatives, page A-1



B.  Physical Security/Crime Prevention Checklists, page B-1



C.  Administrative Key and Lock Control Procedures, page C-1

�USMA REG 190-13



Chapter 1

Introduction



1-1.  PURPOSE

	This regulation prescribes policies and responsibilities for the West Point Physical Security/Crime Prevention (PS/CP) Program.



1-2.  APPLICABILITY

	a.  This regulation applies to all activities assigned or attached to West Point and Stewart Army Sub-Post (STAS), to include all tenant activities.

	b.  Requirements in this regulation may be waived by the Garrison Commander when it is determined that a requirement does not contribute to the program objective.

	c.  All West Point and STAS personnel, permanent and temporary, will ensure reasonable measures are taken to ensure the security of government assets and their personal property.  Reasonable measures are outlined in this regulation and will be considered the minimum necessary to safeguard property.



1-3.  GOALS and OBJECTIVES.

	a.  Provide a secure environment and reduce crime conducive conditions by:

	(1)  Making the Chain of Command more aware of physical security/crime prevention activities.

	(2)  Stimulate appropriate physical security/crime prevention attitudes, procedures, and behavior on the part of the individual soldier, family members, civilian employees, units, and activities.

	(3)  Effect changes in the physical environment to reduce the risk of crime occurring and eliminate the opportunity for crime.

	(4)  Discourage potential offenders from committing criminal acts.

	(5)  Prevent the loss of life or injury to personnel and losses of Government resources caused by criminal activity.

	(6)  Enhance individual morale through prevention of personal losses to crime, and reduction of time losses and costs associated with processing personnel through the military criminal justice system.  The PS/CP Program will assist Commanders/Directorates to plan, coordinate, organize, implement, and evaluate actions appropriate to achieve PS/CP objectives.

	b.  Emphasize pro-active versus reactive measures among law enforcement agencies.



1-4.  CONCEPT.

	a.  Preventing crime is a command responsibility. A successful program needs continued command emphasis because criminal activity detracts from mission accomplishment.

	b.  An effective PS/CP Program will maximize the security of a military community in peace and war.  Its goals are similar to and support those of the installation Physical Security (PS) and Operational Security (OPSEC) Programs.  Methods used to identify and analyze crime problems are similar to those used in PS and OPSEC threat assessments;  these programs compliment each other.

	c.  The West Point and STAS PS/CP Program is designed to reduce crime by:

	(1)  Stimulating appropriate PS/CP attitudes, procedures, and behavior of cadets, soldiers and their families, Government employees, and other civilians working on West Point.

	(2)  Protecting potential victims or property from criminal acts by anticipating crime possibilities and eliminating or reducing opportunities for the acts to occur through evaluation and detection of the crime conducive situations and activities.

	(3)  Discouraging potential offenders from committing criminal acts.
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	(4)  Encouraging total community involvement which is essential for program success.  Every effort should be made to involve all personnel associated with the installation in the PS/CP effort.  Where possible, efforts should be directed towards independent organizations and activities on the installation to implement and conduct PS/CP programs.



1-5.  EXPLANATION OF TERMS.

	a.  Crime analysis.  The process used to determine the essential features of a criminal act.  It is a mandatory part of any PS/CP program.

	b.  Physical security/crime prevention inspection.  An on-site formal recorded assessment of the PS/CP procedures implemented by an activity to protect its assets.

	c.  Crime prevention.  The anticipation, recognition, and appraisal of a crime risk, and initiation of some action to remove or reduce it.  Crime prevention is a direct crime control method that applies to before-the-fact efforts to reduce criminal opportunity, protect potential human victims, and prevent property loss.

	d.  Crime risk management.  The development of systematic approaches to reduce crime risks.

	e.  Physical security.  Protective measures designed to safeguard personnel; prevent unauthorized access to equipment, facilities, material, and documents;  and to safeguard them against espionage, sabotage, damage, theft, waste, and fraud.



1-6.  REFERENCES.



	a.  Required References.

	(1)  AR 190-13  (The Army Physical Security Program).

	(2)  AR 190-51  (Security of Unclassified Army Property).

	(3)  AR 380-5  (Information Security Program).

	(4)  AR 380-19  (Information Systems Security).

	b.  Related References:  AR 190-11  (Physical Security of Arms, Ammunition, and Explosives).



Section II

RESPONSIBILITIES.



1-7  Garrison Commander

The Garrison Commander, or a designated representative will:

	a.  Establish, publish, and implement PS/CP programs within the West Point community both on and off the installation.

	b.  Ensure PS/CP inspections are conducted to evaluate installation, unit, and activity involvement in PS/CP programs.

	c.  Ensure that at least one PS/CP inspection per year is conducted.



1-8  Activity Directors/Commanders

	a.  Activity commanders/directors will designate in writing, PS/CP Officers (PS/CPO).  A PS/CPO must be the rank of Sergeant or above or civilian equivalent.  PS/CPOs will be designated at all levels of the command/directorate, down to and including company sized units, separate detachments, staff and tenant activities.
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	b.  Make decisions on a case-by-case basis to authorize personnel assigned or attached to West Point, residing in Bachelor Officer Quarters/Bachelor Enlisted Quarters (BOQ/BEQ) or family quarters on post to secure their privately owned weapons and ammunition at home or in the unit arms room.  Only weapons owned by the quarters occupants, their family members, or bona fide guests will be secured in such quarters.  Transients or temporary duty (TDY) personnel residing on post will secure their privately owned weapons and ammunition in an authorized arms room and ensure that their weapons are properly registered with the Provost Marshal in accordance with USMA Regulation 190-3, Military Police Firearms and Other Dangerous Weapons. 

	c.   Conduct PS/CP briefings of activity on a semiannual basis.  This measure is to reinforce the requirements of the SOP, ensure understanding, and pass on any changes or deletions to the SOP.

	d.  Ensure PS/CPOs perform a minimum of the tasks assigned below.  May assign additional tasks.



1-9  PS/CPO

Duties of the PS/CP officer will include, but are not limited to, the following:

	a.  Prepare and implement effective activity PS/CP program in accordance with this regulation and maintain PS/CP information of bulletin boards.

	b.  Prepare unit/activity PS/CP standing operating procedure (SOP).  Furnish copy to the Provost Marshal’s office.

	c.  Ensure that announced or unannounced PS/CP inspections of activity areas are conducted using the locally developed checklist (Appendix B).

	d.  Ensure that engravers are made available to activity personnel for marking Government and personal property for identification. 

	e.  Ensure that privately owned weapons are properly registered on TRADOC Form 563-R and secured.

	f.  Ensure that all personnel are advised that any privately owned weapon found to be held in violation of this regulation will be seized and given to the military police for custody until investigation and appropriate administrative or disciplinary action is completed.  When the weapon is no longer required as evidence, the owner may submit a written request through the chain of command for its return.  The request will advise as to when the weapon was registered and how the owner intends to store or secure the weapon.

	g.  Ensure that all assigned personnel read the PS/CP SOP during inprocessing. Subsequent PS/CP briefings of activity personnel will be accomplished on a semiannual basis.  This measure is to reinforce the requirements of the SOP, ensure understanding, and pass on any changes or deletions to the SOP.  As a minimum, newly assigned personnel will be briefed on the subjects listed below:

	(1)  Off limits areas and establishments in the area.

	(2)  Hazards from excessive use of alcohol or other intoxicating beverages.

	(3)  Hazards from the use of narcotics and dangerous drugs.

	(4)  Prohibited weapons.

	(5)  Traffic control regulations.

	(6)  Safeguarding of government and private property.

	(7)  Authorized storage of privately owned weapons and ammunition.

	(8)  Unit/Activity policy for the safeguarding of personal funds.

	(9)  Unit/Activity PS/CP SOP.

	h.  Conduct semiannual unannounced health and welfare inspections of the unit/activity to ensure that personnel comply with the provisions of this regulation and the unit/activity SOP.
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	i.  Ensure that security checks of unit/activity areas are conducted nightly.  Activity PS/CP officers will ensure that security checks are conducted at the close of business each day.  This security check will be recorded on SF 701 (Activity Security Checklist) or USMA Form 1-225 (Physical Security/Security Checksheet).

	j.  Ensure that facilities (secure room, safe, etc.) are made available within their activity for short duration storage of valuable privately owned property (such as rings, watches, money, and other small items).  Such items will not be placed in the same container as classified material.  Inventories will be made on items in safekeeping, at the discretion of the activity commander.  See chapter 2 of this regulation for minimum security standards required for storage of personal funds and for minimum requirements for a receipt for  personal funds.

	k.  Ensure that personnel are informed of, and comply with, the installation requirement to register privately owned weapons and vehicles with the Provost Marshal.

	l.  Monitor personnel who are excessively in debt, use alcohol intemperately, or use narcotics/habit forming drugs and inform the Provost Marshal, as required by personnel security regulations, or any other agency if applicable.

	m.  Encourage personnel to use financial institutions rather than retain large sums of money in their possession.

	n.  Furnish an alert roster for each building to the Force Protection Branch of the Provost Marshal’s Office.  This roster will contain the names and home telephone numbers of the primary and alternate points of contact to be notified in case of an emergency or alarm.  This roster will be kept current.

	o.  Alarm access rosters will contain the names and social security numbers of those personnel authorized unaccompanied access to an alarmed facility.  Access rosters will be furnished to the Provost Marshal’s Office for authentication.  The Force Protection Branch will post the authenticated roster at the Military Police Desk.  This roster will be updated within forty-eight hours of a change in authorized personnel and will be hand carried to the Force Protection Branch office by personnel listed on the previous roster as well as the updated roster.  Access rosters will be signed by the commander/director or a designated representative.

	p.  Authentication code sheets, as issued by the Force Protection Branch, will not be duplicated.  Additional code sheets, if needed, must be requested from the Force Protection Branch NCOIC.  Loss or compromise of codes will be immediately reported to the Military Police Desk.  Code sheets will be maintained as For Official Use Only (FOUO) documents.



1-10  Adjutant General

The Adjutant General and the Public Affairs Officer will assist the Provost Marshal by disseminating crime prevention information in the weekly bulletins and post newspaper.



1-11  Provost Marshal

	a.  Monitor local command information on PS/CP programs and provide interchange of material and ideas for the PS/CP Council.

	b.  Conduct announced/unannounced PS/CP inspections on a periodic basis. 

	c.  Provide assistance and guidance in an attempt to resolve unique problems that may arise concerning the security of persons and property.

	d.  Recommend improvements to the inspected activities and/or facilities for which crime prevention surveys are conducted.

	e.  Initiate innovative programs to develop a multifaceted PS/CP Program which is tailored to the needs of the West Point/STAS communities.
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	f.  Maintain personal property marking materials to allow compliance with Operation Identification Program.

	g.  Maintain and analyze statistics on West Point/STAS crime in order to determine areas in which PS/CP programs are needed and to gauge the effectiveness of existing programs.



Chapter 2

Security of Unit/Activity Funds



2-1  Minimum Standards



Activities and units securing funds within their respective organizations will comply with the following minimum security standards:

	a.  Funds will be secured in a combination, three-tumbler lock, fire resistant, or field safe.  Field safes not equipped with built in combination type locks will be secured with approved locks such as series 5200, 200, or the equivalent.  Keys or combinations will be accounted for at all times.

	b.  Safes weighing less than 500 pounds will be affixed to floors or walls with bolts or chains equipped with at least secondary locking devices.  Chains used to secure funds will consist of heavy duty hardened steel, welded, straight link steel, galvanized, of a least 5/16” thickness or of equivalent resistance of force required to cut or break an approved secondary padlock.

	c.  Access to containers used to secure funds will normally be limited to three individuals, one of whom will be in the unit or activity commander/director or designated representative.  An SF 700 (Security Container Information) will be used for each container.  Appendix C of this regulation contains the requirements for the use and processing of the SF 700.

	d.  An SF 702 (Security Container Check Sheet) will be utilized to reflect when a container is opened, closed, and checked.

	e.  Containers will remain locked at all times and opened only for official business.

	f.  Containers will be checked by designated unit personnel at the close of the duty day; such checks will be reflected on an SF 702.

	g.  Containers storing less than $1000.00 will be checked by unit charge of quarters (CQ), staff duty officer (SDO) or similarly tasked personnel on an irregular basis during other than normal duty hours.  The interval between checks will not exceed two hours.  Checks will be recorded on an SF 702.

	h.  Containers holding $1,000 or more, and not protected by an intrusion detection system (IDS) will have a dedicated guard posted during non-operational hours.

	i.  An SF 700 will be used to record a change of any non-classified container combination (see Appendix C).  No other written record of the combination will be kept.

	j.  An SF 701 (Activity Security Checklist) will be used in all areas to ensure areas are properly secured.  If there is no investigation pending, this form may be destroyed 24 hours after the last entry.



2-2  Receipt for personal funds.

	a.  As a minimum, a receipt for personal funds will be prepared in two copies.  The owner will be provided one copy and one copy will be retained as a record copy IAW MARKS file number 190-31a.  This copy will be maintained as an FOUO document and limited to only those personnel authorized to receive or disburse funds and will be maintained in a locked container other than the container used to secure the funds.  Units are authorized to utilize locally designed and produced receipt forms.  Receipts will contain, as a minimum, the depositor’s name and rank, date of deposit, amount of deposit (include serial numbers of cash), signature of depositor, and countersignature of individual receiving funds.  Additionally, the depositor will seal the envelope and sign across the flap.  Depositor will place transparent tape across flap and signature.



5

USMA REG 190-13



	b.  Upon withdrawal of funds from the unit container or any portion of the funds, the following information will be recorded on the original receipt given to the owner and the file copy receipt:  date of withdrawal(s), amount withdrawn, signature of depositor, and countersignature of the individual disbursing funds.  Records of receipts will be maintained in the unit files for two years.



Chapter 3

Program Support



In crime investigation, merely to identify the perpetrators is not enough.  Underlying conditions that contributed to the crime must also be identified and corrective action initiated.  Physical security is a law enforcement function that supports the crime prevention effort.  Physical security surveys and inspections, as cited in AR 190-13, can provide data for PS/CP Councils.  Specific guidance on protection of property is contained in AR 190-51.  Effective physical security must be made part of the commander’s/director’s PS/CP programs.



Chapter 4

Unclassified Container Combination Locks



See appendix C of this regulation for information on unclassified container locks.
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APPENDIX A

PHYSICAL SECURITY/CRIME PREVENTION CONCEPTS AND INITIATIVES



A-1.  VARIETIES OF PREVENTION.



There are several types of PS/CP techniques: 

	a.  Prevention Achieved Through Mechanical Devices.  This involves the use of locks, lights, safes, screening of windows, unmarked/marked patrol cars, electronic devices, helicopters, etc.

	b.  Prevention Achieved Through Control of Conditions.  This is achieved through such actions as the operation of youth programs, enforcement and strict control of the sale of alcoholic beverages, transportation services, establishment of follow-up procedures on military police reports, control of access/egress to and from restricted and sensitive areas, etc.

	c.  Prevention Achieved Through the Redirection of the Individual.  This is achieved by confinement of individuals or by restricting their movement if they have committed an offense.



A-2.  PREVENTION AND PUBLIC RELATIONS



Effective law enforcement depends not only on the respect and confidence of the public but on close, direct, and continuous communication between the military police and every segment of the population.  Strong installation ties provide the basis for crime prevention, deterrence, detection, and control   The success of crime prevention programs depends a great deal on the support of the installation population.  This support is obtainable only through good police/community relationships. 

	a.  Officer Friendly Program (as resources allow).  The Officer Friendly Program is an approach in which a military police team speaks to classes of school children about the job of the military police, crime prevention, and personal safety.  The program is designed to establish an understanding and appreciation of the positive role that the military police play in protecting and assisting soldiers and their families.  The objectives of the program are to provide the children with an understanding of their rights, responsibilities, and obligations as a citizen.

	b.  Operation Identification.  West Point participates in a personal property identification program.  DA Form 4986 (Record of Valuable Property) should be used to record appropriate information.  Engravers are available for loan at the Physical Security/Crime Prevention Office, Provost Marshal’s Office.  All valuable property should be marked with the individual’s social security number (SSN) as follows:  “USA# (SSN),” “USN#(SSN),” USAF#(SSN),” etc.

	c.  Bicycle Registration.  Individuals that live on post may register bicycles with the Vehicle Registration Office, Provost Marshal’s Office.  Personnel may also register their bicycles during the annual West Point STAS Bicycle Rodeos.

	d.  Weapons Registration.  Registration is required of all personally owned weapons secured on post within 72 hours of their introduction into West Point.  Persons will complete a TRADOC Form 563-R (Registration of Personal Firearms) which is kept on file at the Operations Section of the Provost Marshal’s Office IAW MARKS file number 190-14b, until expiration of term of service (ETS) or permanent change of station (PCS) of the owner.

	e.  Operation Ident-A-Kid (as resources allow).  This program involves the fingerprinting and photographing of children.  The use of dental exams/screening is also incorporated, to have an accessible record for identification purposes.  All information is given to the parents in case the child is kidnapped or lost.

	f.  McGruff (as resources allow).  The National Crime Dog McGruff is used to assist Officer Friendly in the teaching of crime prevention measures.
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	g.  Family Housing Area Protection.  In addition to mobile patrols, dismounted military police patrols walk through housing areas at unannounced times, both day and night.

	h.  Newspaper Column.  Periodically a column is written on crime prevention for the installation newspaper the Pointer View.

	i.  Weekly Bulletin.  Periodically PS/CP information is included in the West Point Weekly Bulletin.

	j.  Drug Abuse Resistance Education (DARE).  This is an educational program taught to the students of the West Point School.  DARE is a 17-week program that teaches students subjects such as building self esteem, decision making, risk taking, consequences, and resisting pressure to use drugs.

	k.  Monthly Crime Prevention Themes.  On a monthly basis, the Provost Marshal’s Office will target specific crime prevention areas.  These themes will serve as that month’s Crime Prevention education vehicle.



A-3.  PHYSICAL SECURITY/CRIME PREVENTION PRECAUTIONS.



	a.  Unit/Activity Areas -- General.

	(1)  Activity Directors will provide the Provost Marshal’s Office with a roster of building commandants and alternates.  This roster will include a duty and home telephone number for each individual.  This roster will be updated at least quarterly, or sooner as personnel changes occur.

	(2)  Critical entrances and exits to buildings will be adequately lighted during the hours of darkness.  Commander/directors will closely examine lighting resources to ensure adequate lighting while simultaneously observing post energy conservation.  All entrances and exits (windows, doors, etc.) to buildings must be secured during non-operational hours and when unattended.  In the event a building is discovered unsecured during non-duty hours, the following actions will be taken immediately by the individual making the discovery.

	a.  The military police will be notified, and they will notify the building commandant/alternate responsible for the facility if the incident occurred prior to 2400 hours.  If the incident occurred after 2400 hours, the commandant will be notified on the next duty day.

	b.  The building commandant will have the following options:

	1.  Personally respond and secure the building after checking for damage and missing items.

	2.  Request the military police lock the building if possible.  If the building commandant elects not to respond, the building commandant should ensure an inventory of all property is conducted at the beginning of the next duty day.  Any discrepancy will be reported to the military police for investigative purposes.

	(3)  Unauthorized personnel will be prohibited from entering the area.

	(4)   Personnel who reside in the barracks will secure their lockers with locks.  Commanders will advise personnel to utilize high quality locks.  The suggested lock is key-operated, made of case hardened steel, with mushroom or ball bearing driven tumblers.

	(5)  Personnel who have valuables will secure them when sleeping, when in latrines, and at any other time when unattended.  Televisions, tape players, radios, and other items of value will be adequately secured when personnel are sleeping or not in the room.  Serial numbers of valuable property will be recorded and on file (MARKS 190-31a) in the unit orderly room.  DA Form 4986 (Record of Valuable Property) will be used for recording these serial numbers.

	(6)  When personnel are absent from the unit (AWOL, hospital, etc.) their property will be appropriately inventoried and secured.

	(7)  Keys will be accounted for in accordance with AR 190-11 and/or AR 190-51, as well as appendix C of this regulation.

	(8)  There will be PS/CP posters depicting current themes conspicuously displayed within the unit/activity area.



A-2

USMA REG 190-13



	(9)  A secure storage area should be made available to personnel wishing to temporarily store high value items.

	b.  Arms Room.  Security of arms rooms will be in accordance with the provisions of AR 190-11 (Physical Security of Arms, Ammunition, and Explosives), with additional emphasis on the following:

	1.  Fence lines will have a clear zone of six feet inside and ten feet outside if not otherwise covered by AR 190-11.  Clear zones will be free of all obstacles, topographical features, and vegetation exceeding eight inches in height which reduce the effectiveness of the physical barrier, impede observation, or provide cover and concealment for an intruder.

	2.  The minimum height for security fence fabric is six feet.  This height does not include the required top guard.  The bottom of the fabric will extend to within two inches of firm ground, and two inches into soft ground.  Fabric will be firmly fastened to the fence posts with tie-wires of equal gauge to the fence fabric.  These tie-wires will be fastened so that they face the interior of the protected area.  Tie-wires will be attached in such a way as to prevent easy removal.



	c.  Supply Areas.

	(1)  Windows to supply areas that are less than twelve feet from ground level in excess of 96 square inches will be protected by bars, grills, or chain link material in such a way so as to preclude easy removal.

	(2)  All items stored in supply areas will be located so that they are not accessible form openings or entrances.

	(3)  All supply areas will be locked when authorized personnel are not present.

	(4)  Keys to the supply room will be carefully controlled to minimize the possibility of duplication and unauthorized usage.



	d.  Vehicle/motor pools will be secured in accordance with provisions of AR 190-51.  A checklist for self inspections is provided at appendix B.



	e.  Petroleum, oils, and lubricants (POL) will be secured in accordance with provisions of AR 190-51.  A checklist for self inspection is provided at appendix B.



	f.  Automated Data Processing Security (ADP).  The following are minimum physical security requirements for ADP non-classified, sensitive, or non-sensitive information equipment:

	(1)  Small computers processing unclassified files and having non-removable media and other automated information systems will be housed in a locked office meeting the minimum standards of AR 190-51 and AR 380-19.  Additionally buildings, rooms, and offices in which this equipment is located will be secured whenever an individual permanently assigned to the activity is not present.  Security will consist of closing and locking appropriate doors and windows, as a minimum.

	(2)  Small computers processing classified files will be housed or secured in an area or container approved for safekeeping of classified information in accordance with AR 380-5.

	(3)  Users will log off the computer when they leave the area.

	(4)  Areas where mainframes, files servers, or ten or more computers are housed in the same room will also meet the following security requirements in addition to those listed above.

	(a)  All first floor openings, except doors, in excess of 96 square inches that are located less than twelve feet from ground level will be barred, grilled, or covered with chain link material in a way to preclude easy removal.  Long, narrow  openings with the shortest dimension measuring less than six inches are exempt from this requirement.
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	(b)  Entrance/exit doors to the area where this equipment is housed will be equipped with deadbolt locking devices with at least a one-inch throw or similar locking device resistant to jimmying and manipulation from the outside as opposed to latch style door locks.



	g.  Unit Personal Property Security.

	(1)  Unit/activity PS/CP officers will ensure that the unit/activity has a Personal Property Security SOP.

	(2)  Commanders will require that all unit personnel read the unit personal property security SOP.

	(3)  Individuals who retain valuables (items of $50 value or more) in barracks areas will execute DA Form 4986, in duplicate, listing their valuables in the appropriate spaces and completing the individual’s statement.  The original copy, signed by the individual, will be an FOUO document and secured in the unit orderly room and will be used as a supporting document if any of the listed items are stolen.  The duplicated copy will be retained by the individual executing the statement.  When an individual acquires or disposes of valuables, he/she will update the DA Form 4986 within five working days.

	(4)  Commanders will ensure that facilities are made available for the short duration storage of valuable private property.  This area will not be used to store classified material.



A-4.  SECURITY OF PERSONAL FUNDS.

	a.  To preclude crime conducive conditions, unit commanders will take the following  action:

	(1)  Unit storage containers used to secure personal funds will not be maintained in unit arms rooms.  Containers will not be unsecured unless a transaction is actively taking place.

	(2)  Money may be maintained in unit safes as a temporary measure.  However, personnel should be encouraged to exchange cash for travelers checks or money orders as expeditiously as possible.

	(3)  Unit safes containing personal funds will be secured with an operational combination dial or padlock.  In the event a safe is not available, continual surveillance will be maintained by on-duty personnel or after duty hours by CQ, SDO/SDNCO or guard.  Strict accountability will be maintained at all times.

	(4)  Receipts, in duplicate, will be made for troop funds kept in unit safes by those personnel having access to such safes.  The receipts will not be kept in the same location as the funds/property.

	(5)  Unit safe access will be limited to the fewest number of personnel as possible.  This number should not exceed three, with the commander counted among this number.

	(6)  The receipts must contain at a minimum the depositor’s name, date of deposit and amount of deposit.  Include serial numbers of cash, the depositor’s signature and the countersignature of the receiving individual.  Ensure the depositor seals the envelope and signs the flap.

	(7)  When all or part of the funds are withdrawn, ensure that the amount of the withdrawal is recorded on both the file copy and the owner’s receipt.

	(8)  As part of the unit commander’s policy of safeguarding of personal funds, an individual may personally secure no more than $100.00 in cash in their billets area.

	b.  Major activities and facilities will take the following precautions for the security of funds:

	(1)  All NAF and AF activities maintaining public funds will have a safe of the three-number combination type affixed to the building unless the safe weighs over 500 pounds.  An Intrusion Detection System may also be installed for the safe.

	(2)  Safes will be lighted, in plain view and fire resistant as much as possible without reconstruction or interference with services.

	(3)  No more than $1,000. (bills and coins combined) will be secured in any safe overnight, unless protected by J-SIIDS or similar IDS annotated at the Military Police Desk.  If J-SIIDS/IDS is operative, any amount of money may be secured in the safe at any time.

	(4)  Administrative and IDS keys will be maintained separately at all times.
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	c.  In all instances, an SF 702 (Security Container Checksheet) will be used to log opening/closing and end of day security checks.



A-5.  SECURITY OF PRIVATE PROPERTY IN GOVERNMENT QUARTERS.



 To reduce the number of larcenies and burglaries in housing areas, each individual concerned will take the following action:

	a.  Individuals should ensure that all personal property is secured at night and whenever family members leave the quarters area for an extended period of time.

	b.  If all members of the family area gone for more than 72 hours, periodic checks of the quarters by military police should be requested.

	c.  Whenever quarters are vacated, individuals should ensure that all doors and windows are properly secured.
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APPENDIX B

PHYSICAL SECURITY /CRIME PREVENTION CHECKLIST



FINANCIAL INSTITUTION



															YES       NO       N/A



1.  Have adequate precautions been taken to prevent				_____	_____	_____

unauthorized entrance after duty hours?  AR 37-103,

Chap. 4



2.  Have security measures been coordinated with 				_____	_____	_____

military police and/or other security forces?  AR 37-103,

Chap. 4



3.  Is the Finance Office equipped with adequate facilities			_____	_____	_____

for the storing and safeguarding of public funds and 

documents?  AR 37-103, para 4-35



4.  Do the safeguards employed during normal operations			_____	_____	_____

preclude loss, substitution, or pilferage of public funds and

documents?  AR 37-103, para 4-32



5.  Are the vaults or safes accessible at any time to 				_____	_____	_____

unauthorized persons?  AR 37-103, para 4-35



6.  Are unauthorized persons excluded from the working areas		_____	_____	_____

of the office by means of a railing or counter?  AR 37-103,

para 4-35



7.  Is the cashier provided with a separate working space or		_____	_____	_____

properly enclosed cage or room with a window for paying

and receiving?  AR 37-103, para 4-35



8.  Is there a procedure for unannounced verification of cash		_____	_____	_____

on hand?  AR 37-103, para 4-28





THIS CHECKLIST IS NOT INTENDED TO BE ALL INCLUSIVE.  YOU ARE STILL RESPONSIBLE FOR COMPLYING WITH ALL REGULATORY REQUIREMENTS.
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																YES       NO       N/A



9.  Do current records indicate that such verifications are				_____	_____	_____

being made on an unannounced basis at least semiannually?

AR 37-103, para 4-28



10.  Is positive identification of the payee made prior to				_____	_____	_____

any cash payments?  AR 37-103, para 7-14



THIS CHECKLIST IS NOT INTENDED TO BE ALL INCLUSIVE.  YOU ARE STILL RESPONSIBLE FOR COMPLYING WITH ALL REGULATORY REQUIREMENTS.
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PHYSICAL SECURITY/CRIME PREVENTION CHECKLIST 

PETROLEUM, OILS, AND LUBRICANTS



																YES       NO      N/A



1.  If pumps are not activated by credit card, is the electricity			_____	_____	_____

turned off and pumps and hoses locked when not under

surveillance?  AR 190-51, para 3-13



2.  Do written instructions to POL dispensing personnel at

Filling Station Operations and Class III Supply Points 

include specific procedures for (AR 190-51, para 3-13):



    a.  determining if a customer is authorized?						_____	_____	_____



    b.  determining if drivers of military vehicles are licensed and			_____	_____	_____

vehicles are on a valid dispatch?



3.  Are POL credit cards and identification plates centrally				_____	_____	_____

controlled by a custodian?  AR 190-51, para 3-14



4.  Are packaged POL products stored in a structure					_____	_____	_____

meeting the structural standards of AR 190-51, Appendix B?

AR 190-51, para 3-13







THIS CHECKLIST IS NOT INTENDED TO BE ALL INCLUSIVE.  YOU ARE STILL RESPONSIBLE FOR COMPLYING WITH ALL REGULATORY REQUIREMENTS.�
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PHYSICAL SECURITY/CRIME PREVENTION CHECKLIST

CONTROLLED MEDICAL



																YES       NO       N/A



1.  Are waivers and exceptions being processed?  AR 190-51, 			_____	_____	_____

para 1-6



2.  Is an approved vault door or back-to-back two door system			_____	_____	_____

used to secure note R and note C items?  AR 190-51, 

Appendix B-3



3.  Are hinges spot welded or peened to prevent easy removal?			_____	_____	_____

AR 190-51, Appendix B



4.  Are personnel designated to perform close of business				_____	_____	_____

security checks?  AR 190-51, para 4-11



5.  Are these checks documented daily?  AR 190-51, para 4-11			_____	_____	_____



6.  Does the facility have constant surveillance, human or				_____	_____	_____

electronic?  AR 190-51, para 4-11



7.  Are security checks being made of all isolated facilities?				_____	_____	_____

AR 190-51, para 4-12



8.  Are records of the security checks maintained in unit file for			_____	_____	_____

90 days?  (MARKS file number 190-50a)  AR 190-51, para 4-12



9.  Is an IDS installed?  AR 190-51, para 4-13						_____	_____	_____



10.  Does the unit have a standing operating procedure for 			_____	_____	_____

operators of the IDS?  AR 190-51, para 4-13



11.  Is a key control custodian appointed in writing?  AR 190-51,		_____	_____	_____

Appendix D



THIS CHECKLIST IS NOT INTENDED TO BE ALL INCLUSIVE.  YOU ARE STILL RESPONSIBLE FOR COMPLYING WITH ALL REGULATORY REQUIREMENTS.
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																YES       NO       N/A



12.  Is an SF 700 (Security Container Information) used and			_____	_____	_____

posted inside containers with a combination lock?  AR 190-51,

Appendix D



13.  Are locks and combinations changed when loss or				_____	_____	_____

compromise is suspected, or every 12 months, whichever

occurs first?  AR 190-51, Appendix D



14.  Is an SF 702 (Security Container Check Sheet) used and			_____	_____	_____

maintained on file for 90 days after last entry?  (MARKS file

number 190-50b)  AR 190-51, para 4-11



15.  Are key control registers used and maintained on file for 90 days?	_____	_____	_____

(MARKS file number 190-51a)  AR 190-51, Appendix D



16.  Are inventories of keys and locks conducted semiannually			_____	_____	_____

and kept on file for one year?  (MARKS file number 190-51a)

AR 190-51, Appendix D



17.  Are storage areas designated as limited areas?  AR 190-51,		_____	_____	_____

para 4-6



18.  Does the facility have sufficient interior and exterior lighting?		_____	_____	_____

AR 190-51, para 4-13



19.  Does the facility have an IDS with a hidden duress switch or 		_____	_____	_____

holdup button?  AR 190-51, para 4-13



20.  Is the IDS system tested at intervals not to exceed 90 days?		_____	_____	_____

AR 190-51, para 4-16



21.  Does the facility meet structural standards set in AR 190-51,		_____	_____	_____

Appendix B?



22.  Is an appropriate sealing device used on all crash carts,			_____	_____	_____

emergency trays, and ambulances?  AR 190-51, para 4-A



THIS CHECKLIST IS NOT INTENDED TO BE ALL INCLUSIVE.  YOU ARE STILL RESPONSIBLE FOR COMPLYING WITH ALL REGULATORY REQUIREMENTS.
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PHYSICAL SECURITY/CRIME PREVENTION CHECKLIST

AIRFIELD/AIRCRAFT SECURITY



																YES       NO       N/A



1.  Has the commander developed a physical security plan for			_____	_____	_____

each airfield?  AR 190-51, para 1-4



2.  Has the commander appointed a facility physical security			_____	_____	_____

officer?  AR 190-51, para 1-4



3.  Are keys to locking devices controlled?  AR 190-51, para 3-3		_____	_____	_____



4.  Does the unit/activity have a valid risk analysis?  					_____	_____	_____

DA Pam 190-51, Chap 2



5.  Are aircraft which are parked at Active Army, USAR, or 			_____	_____	_____

ARNG aviation facilities checked according to the security

procedural measures determined by the activity risk analysis?

AR 190-51, para 3-3



6.  Are aircraft and aircraft components, to include crew member		_____	_____	_____

equipment, when not in use, placed in secure hangers or

structures to the maximum extent feasible and controlled at all 

times?  AR 190-51, para 3-3



7.  Are POVs prohibited from the vicinity of the flightline or near		_____	_____	_____

any aircraft except when authorized by the airfield commander?

AR 190-51, para 3-3



8.  Are items, such as auxiliary power units for storing aircraft, 			_____	_____	_____

vehicles tugs, forklifts, and other items that might be used to 

circumvent existing security measures secured during non-duty 

hours to prevent unauthorized use?  AR 190-51, para 3-3



9.  Are the provisions of AR 380-5 adhered to for aircraft 				_____	_____	_____

storing classified equipment?  AR 190-51, para 3-3



THIS CHECKLIST IS NOT INTENDED TO BE ALL INCLUSIVE.  YOU ARE STILL RESPONSIBLE FOR COMPLYING WITH ALL REGULATORY REQUIREMENTS.
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PHYSICAL SECURITY/CRIME PREVENTION CHECKLIST

MUSEUMS



																YES       NO       N/A



1.  Have local files checks been conducted on museum personnel?		_____	_____	_____

AR 190-51, para 5-3



2.  Are all exterior doors used for access into the facility secured		_____	_____	_____

with approved secondary padlocks, deadbolt or other locks equal

to these devices?  AR 190-51, para 5-5



3.  Is the museum director designated in writing, if applicable,			_____	_____	_____

as the key custodian?  AR 190-51, para 5-5



4.  Has an alternate key custodian been appointed in writing?			_____	_____	_____

AR 190-51, para 5-5



5.  Are museum facility keys being maintained separately from			_____	_____	_____

arms storage, high value item storage and IDS keys?  

AR 190-51, para 5-5



6.  Are locks replaced immediately if the keys are lost, misplaced		_____	_____	_____

or stolen?  AR 190-51, Appendix D



7.  Are keys being inventoried semiannually and records of the			_____	_____	_____

inventory being maintained in the files for 1 year?  (MARKS

file number 190-51a)  AR 190-51, Appendix D



8.  Does the facility have an approved IDS?  AR 190-18, para 12		_____	_____	_____



9.  Are all entrances of the museum facility lighted during the 			_____	_____	_____

hours of darkness?  AR 190-51, para 5-7



10.  Are the viewing surfaces of an exhibit or display case				_____	_____	_____

constructed of at least 1/4 inch thick plate glass, transparent

acrylic, or transparent polycarbonate plastic and securely

fastened into the container?  AR 190-51, para 5-8



THIS CHECKLIST IS NOT INTENDED TO BE ALL INCLUSIVE.  YOU ARE STILL RESPONSIBLE FOR COMPLYING WITH ALL REGULATORY REQUIREMENTS.
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																YES       NO       N/A



11.  Are all operable and inoperable arms not on display secured?		_____	_____	_____

AR 190-51, para 5-15



12.  Has display ammunition, arming pins, caps, or other 				_____	_____	_____

detonating  devices been temporarily rendered inoperable?  

AR 190-11, para 4-13



13.  Does the structure meet the standards in DOD 5100.76-M			_____	_____	_____

for storage of AA&E?  AR 190-51, para 5-4



14.  Are ready to fire weapons containing self primed metallic			_____	_____	_____

cartridges modified to temporarily render the weapon 

inoperable?  AR 190-11, para 4-13



15.  Are weapons on display in exhibit or display cases secured to 		_____	_____	_____

prevent their easy removal?  AR 190-11, para 4-13



16.  Have classified component parts been removed from any			_____	_____	_____

non-nuclear missiles, rockets, or other AA&E that are on 

display?  AR 190-11, para 4-13



17.  Is a current inventory of weapons by serial number being			_____	_____	_____

maintained?  (MARKS file number 710-2d)  AR 190-11, para 4-13



18.  Are weapons being marked with a catalog number?				_____	_____	_____

AR 190-51, Appendix C-3



19.  Is there a serial or catalog number of weapons with the 			_____	_____	_____

signature of the curator or other responsible person

fastened to the outside of a band or sealed container?

AR 190-11, para 4-13



20.  Are band containers being examined quarterly for tampering		_____	_____	_____

and their contents inventoried annually?  AR 190-11, para 4-13



THIS CHECKLIST IS NOT INTENDED TO BE ALL INCLUSIVE.  YOU ARE STILL RESPONSIBLE FOR COMPLYING WITH ALL REGULATORY REQUIREMENTS.







B-8

�USMA REG 190-13



																YES       NO       N/A



21.  Are physical counts being conducted weekly of all weapons?		_____	_____	_____

AR 190-11, para 4-13



22.  Are quarterly inventories of all weapons being conducted by		_____	_____	_____

serial number or catalog number?  AR 190-11, para 4-13



23.  Does a disinterested officer conduct a semiannual inventory		_____	_____	_____

of all weapons and are the results of this inventory being 

maintained for 1 year?  (MARKS file number 170-2d)

AR 190-11, para 4-13



24.  Are inventory records being kept on DA FM 2609				_____	_____	_____

(Historical Property Catalog) and being maintained in files

for at least 1 year?  (MARKS file number 710-2d)  AR 190-11,

para 4-13



25.  Are all weapons with serial numbers being registered with			_____	_____	_____

the DOD central registry?  AR 190-11, para 4-13



THIS CHECKLIST IS NOT INTENDED TO BE ALL INCLUSIVE.  YOU ARE STILL RESPONSIBLE FOR COMPLYING WITH ALL REGULATORY REQUIREMENTS.
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PHYSICAL SECURITY/CRIME PREVENTION CHECKLIST

MOTOR POOL



																YES       NO      N/A



1.  Are all army vehicles secured with a locking mechanism when		_____	_____	_____

parked and not attended?  AR 190-51, para 3-5



2.  Are vehicles with locking mechanisms secured as follows:			_____	_____	_____

AR 190-51, para 3-5



		a.  COMMERCIAL TYPE VEHICLES:  Activate all				_____	_____	_____

manufacturer installed door and ignition locking devices.



		b.  TACTICAL VEHICLES:  Immobilize steering wheel			_____	_____	_____

with a chain and padlock.



		c.  Other Army vehicles that cannot be secured by A and			_____	_____	_____

B above such as CUCCV, will be secured by a locally fabricated 

system.  For self propelled vehicles, as a minimum, the steering

wheel should be immobilized and preferably the clutch and/or

brake as well.





3.  Is the motor pool protected by a perimeter fence or dedicated		_____	_____	_____

guards?  AR 190-51, para 3-5



4.  Are privately owned vehicles allowed in the motor pool?			_____	_____	_____

AR 190-51, para 3-5



5.  Are “OFF LIMITS TO UNAUTHORIZED PERSONNEL”			_____	_____	_____

signs posted at the activity entrance?  AR 190-51, para 3-5



6.  Are all first floor openings, except doors, in excess of 96 square		_____	_____	_____

inches, that are located less than 12 feet from ground level, barred,

grilled, or covered with chain link material in a way to preclude

easy removal?  AR 190-51, Appendix B-2



THIS CHECKLIST IS NOT INTENDED TO BE ALL INCLUSIVE.  YOU ARE STILL RESPONSIBLE FOR COMPLYING WITH ALL REGULATORY REQUIREMENTS.
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																YES       NO      N/A



7.  Are all army vehicles, when not in use, parked in motor pools		_____	_____	_____

if practical?  AR 190-51, para 3-5



8.  Are master keyed or keyed alike lock sets used to secure the 		_____	_____	_____

motor pool or vehicles?  AR 190-51, para 3-5



9.  Is the primary and alternate key custodian appointed in writing?		_____	_____	_____

USMA Reg 190-13, Appendix C, para C-1



10.  Are the primary and alternate key custodian on the access			_____	_____	_____

roster?  USMA Reg 190-13, Appendix C, para C-1



11.  Do padlocks and keys have serial numbers?						_____	_____	_____

USMA Reg 190-13, Appendix C, para C-2



12.  Are the padlocks and their keys inventoried by serial number		_____	_____	_____

at least semiannually?  USMA Reg 190-13, Appendix C, para C-4



13.  Is a key control register in use for administrative keys and 			_____	_____	_____

locks?  USMA Reg 190-13, Appendix C, para C-3



THIS CHECKLIST IS NOT INTENDED TO BE ALL INCLUSIVE.  YOU ARE STILL RESPONSIBLE FOR COMPLYING WITH ALL REGULATORY REQUIREMENTS.
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PHYSICAL SECURITY/CRIME PREVENTION CHECKLIST

ADP SECURITY





																YES       NO       N/A



1.  Is the computer equipment housed in a locked office or				_____	_____	_____

building during non-duty hours, or otherwise secured to

prevent loss or damage?  AR 380-19, para 2-13



2.  Do users log off the computer when they leave the area?			_____	_____	_____

AR 380-19, para 2-13



3.  For areas where there is a mainframe or file server or where			_____	_____	____

10 or more computers are housed in the same room, are all 

first floor openings, except doors, in excess of 96 square inches

which are less than 12 feet barred, grilled, or covered with chain

link material in a way to prevent easy removal?  USMA Reg 

190-13, Appendix A, para A-5



4.  Are keys and locks being maintained IAW AR 190-51,			_____	_____	_____

Appendix C and USMA Reg 190-13, Appendix C?



THIS CHECKLIST IS NOT INTENDED TO BE ALL INCLUSIVE.  YOU ARE STILL RESPONSIBLE FOR COMPLYING WITH ALL REGULATORY REQUIREMENTS.
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PHYSICAL SECURITY/CRIME PREVENTION CHECKLIST

GENERAL

�YES�NO�N/A

��1.  Is the primary/alternate key and lock custodian appointed in writing?  USMA Reg 190-13, Appendix C, para C-1�_______�_______�_______

��

2.  Is there an access roster for the key box?  USMA Reg 190-13, Appendix C, para C-6

�



_______�



_______�



_______��3.  Is the key box a metal container made of at least 26 gauge steel?  USMA Reg 190-13, Appendix C, para C-6

�_______�_______�_______��4.  Is the key box lockable?  USMA Reg 190-13, Appendix C, para C-6

�_______�_______�_______��5.  Is the key box securely fixed to the building structure?  USMA Reg 190-13, Appendix C, para C-6

�_______�_______�_______��6.  Is the key box located in a room that can be kept under constant surveillance or in a room that can be locked during non-duty hours?  USMA Reg 190-13, Appendix C, para C-6

�_______�_______�_______��7.  Is the key and lock accountability roster maintained in a locked container to which access is controlled?  USMA Reg 190-13, Appendix C, para C-2

�_______�_______�_______��8.  Are padlocks and/or keys which do not have a serial number given one?  USMA Reg 190-13, Appendix C, para C-2

�_______�_______�_______��9.  Is the number inscribed on the lock or key as appropriate?  USMA Reg 190-13, Appendix C, para C-2

�_______�_______�_______��10.   Are personally retained keys being inventoried on a “show basis” monthly and a record of the inventory made?  USMA Reg 190-13, Appendix C, para C-4

�_______�_______�_______

��THIS CHECKLIST IS NOT INTENDED TO BE ALL INCLUSIVE.  YOU ARE STILL RESPONSIBLE FOR COMPLYING WITH ALL REGULATORY REQUIREMENTS.
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�YES�NO�N/A�������11.  Are all the keys and locks inventoried at least every 6 months (semiannually)?  USMA Reg 190-13, Appendix C, para C-4

�_______�_______�_______��12.  Is the record of the semiannual inventory maintained for one year?  (MARKS file number 190-51a) USMA Reg 190-13, Appendix C, para C-6

�_______�_______�_______��13.  Are all padlocks and keys, not in use, secured in a locked container?  USMA Reg 190-13, Appendix C, para C-6

�_______�_______�_______��14.  Is the key control register maintained at all times to show continuous accountability for keys and locks used to secure government property?  USMA Reg 190-13, Appendix C, para C-3

�_______�_______�_______��15.  Is the selection of padlocks based on value of items protections, mission-essentially, and vulnerability to criminal attack?  AR 190-51, Appendix C, para C-4

�_______�_______�_______��16.  Is a key and lock accountability roster maintained?  USMA Reg 190-13, Appendix C, para C-2



17.  Does the key and lock accountability roster contain the following information as a minimum?  USMA REG 190-13, Appendix C, para C-2



	a.  Depicts a list of all keys and locks?



	b.  The key and lock serial numbers?	



	c.  The location of the locks?



�_______





_______







_______



_______



_______�_______





_______







_______



_______



_______�_______





_______







_______



_______



_______��THIS CHECKLIST IS NOT INTENDED TO BE ALL INCLUSIVE.  YOU ARE STILL RESPONSIBLE FOR COMPLYING WITH ALL REGULATORY REQUIREMENTS.
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�YES�NO�N/A�������	d.  The number of keys maintained for each lock?



	e.  Number of keys in reserve?



	f.  Number of keys issued for each lock? �_______



_______



_______�_______



_______



_______�_______



_______



_______

��18.  Are supply areas locked when supply personnel are not present and during non-duty hours?  USMA Reg 190-13, appendix A, para A-3

�_______�_______�_______��19.  Are keys to supply areas carefully controlled to minimize duplications and unauthorized usage?  USMA Reg 190-13, Appendix A, para A-3

�_______�_______�_______��20.  Are windows to supply areas that are less than 12 feet from ground level in excess of 96 square inches protected by bars, grills, or chain link material in such a way so as to preclude easy removal?  USMA Reg 190-13, Appendix A, para A-3

�_______�_______�_______��21.  Are all items stored in supply areas located so as not to be accessible from openings or entrances?  USMA Reg 190-13, Appendix A, para A-3�_______�_______�_______

��

22.  Does the unit CQ have an extra padlock for emergency use?  USMA Reg 190-13, appendix C, para C-7

�

_______�

_______�

_______��23.  Does the unit CQ maintain continuous accountability for all keys during his/her tour of duty?  USMA Reg 190-13, Appendix A, para A-3

�_______�_______�_______��24.  Are facilities made available in the unit for short duration storage of valuable private property?  USMA Reg 190-13, Appendix A, para A-3

�_______�_______�_______��



THIS CHECKLIST IS NOT INTENDED TO BE ALL INCLUSIVE.  YOU ARE STILL RESPONSIBLE FOR COMPLYING WITH ALL REGULATORY REQUIREMENTS.



B-15

�USMA REG 190-13





�YES�NO�N/A��

25.  Is a receipt for the property executed?  USMA Reg 190-13, Appendix A, para A-3

�_______�_______�_______��26.  Is a copy of the executed receipt given to the owner of the property?  USMA Reg 190-13, Appendix A, para A-3

�_______�_______�_______��27.  Is the property kept in a container separate from classified material?  USMA Reg 190-13, Appendix A, para A-3

�_______�_______�_______��28.  Are personnel who reside in the barracks securing their lockers with locks?  USMA Reg 190-13, Appendix A, para A-3

�_______�_______�_______

��29.  Are personnel securing valuables when sleeping, when in latrines, and at any other times when unattended?  USMA Reg 190-13, Appendix A, para A-3

�_______�_______�_______��30.  Is property belonging to absent unit personnel (i.e. AWOL, emergency leave, etc.) property inventoried and secured?  USMA Reg 190-13, Appendix A, para A-3

�_______�_______�_______��31.  Are physical security/crime prevention posters conspicuously displayed throughout the unit?  USMA Reg 190-13, Appendix A, para A-3

�_______�_______�_______��32.  Is a unit safe available for short duration storage of valuable privately owned property (such as watches, rings, money, and other small items)?  USMA Reg 190-13, Appendix A, para A-3

�_______�_______�_______��33.  Is the safe fire resistant or a field safe? USMA Reg 190-13 Appendix A, para A-3

�_______�_______�_______��34.  Is the safe equipped with a built-in three tumbler type combination lock or comparable?  USMA Reg 190-13, Appendix A, para A-3

�_______�_______�_______��THIS CHECKLIST IS NOT INTENDED TO BE ALL INCLUSIVE.  YOU ARE STILL RESPONSIBLE FOR COMPLYING WITH ALL REGULATORY REQUIREMENTS.
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�YES�NO�N/A�������35.  If a field safe is used without a built-in combination lock, is it secured with an approved padlock?  USMA Reg 190-13, Appendix A, para A-4

�

_______�

_______�

_______��36.  If the safe weighs less than 500 lbs. is it affixed to the building structure with bolts or chains equipped with at least secondary locking devices?  USMA Reg 190-13, Appendix A, para A-4

�



_______�



_______�



_______��37.  Is the number of persons having access to the unit safe limited to three individuals?  USMA Reg 190-13, Appendix A, para A-4

�

_______�

_______�

_______��38.  Is the unit commander or his representative one of these three?  USMA Reg 190-13, Appendix A, para A-4

�

_______�

_______�

_______

��39.  Is a SF 702 being utilized to reflect when the container is opened, closed, or checked?  USMA Reg 190-13, Appendix A, para A-4

�

_______�

_______�

_______��40.  Does the container remain locked at all times when a transaction is not being made?  USMA 190-13, Appendix A, para A-4

�

_______�

_______�

_______��41.  Is the container checked at the close of the business day to ensure it is secured?   USMA Reg 190-13, Appendix A, para A-4

�

_______�

_______�

_______��42.  Is the last check of the day recorded on an SF 702?  USMA Reg 190-13, Appendix A, para A-4

�

_______�

_______�

_______��43.  If the container secures $1,000. does it have a dedicated guard posted during non-duty hours or is it equipped with an IDS?  USMA Reg 190-13, Appendix A, para A-4

�



_______�



_______�



_______��THIS CHECKLIST IS NOT INTENDED TO BE ALL INCLUSIVE.  YOU ARE STILL RESPONSIBLE FOR COMPLYING WITH ALL REGULATORY REQUIREMENTS.
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�YES�NO�N/A�������44.  If the safe has more than $1,000. does it have a dedicated guard posted during non-duty hours or is it equipped with an IDS?  USMA Reg 190-13, Appendix A, para A-4

�



_______�



_______�



_______��45.  Has the container’s combination been changed at least annually, upon change of personnel having access, when the container has been compromised, or the lock discovered unsecured and unattended?  USMA Reg 190-13, Appendix A, para A-4

�





_______�





_______�





_______��46.  When securing property in the unit safe, is a receipt issued?  USMA Reg 190-13, Appendix A, para A-4

�

_______�

_______�

_______��47.  Is the receipt made in duplicate?  USMA Reg 190-13, Appendix A, para A-4

�_______�_______�_______��48.  Is one copy given to the owner?  USMA Reg 190-13, Appendix A, para A-4

�_______�_______�_______��49.  Is the other copy retained by the unit as a record copy? USMA Reg 190-13, Appendix A, para A-4

�

_______�

_______�

_______��50  Is the record copy an FOUO protected document?  USMA Reg 190-13, Appendix A, para A-4

�

_______�

_______�

_______

��51.  Is the record copy limited to only those personnel authorized to receive or disburse funds?  USMA Reg 190-13, Appendix A, para A-4

�



_______�



_______�



_______��52.  Is the file copy maintained in a locked container other than the container used to secure the funds? (MARKS file number 190-31a) USMA Reg 190-13, Appendix A, para A-4

�



_______�



_______�



_______��THIS CHECKLIST IS NOT INTENDED TO BE ALL INCLUSIVE.  YOU ARE STILL RESPONSIBLE FOR COMPLYING WITH ALL REGULATORY REQUIREMENTS.
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�YES�NO�N/A�������53.  Does the receipt contain the depositor’s name, date of deposit, amount of the deposit, to include serial numbers of cash, depositor’s signature and counter signature of the receiving individual? USMA 190-13, Appendix A, para A-4

�





_______�





_______�





_______��54.  Did the depositor personally seal the envelope, sign across the flap, and place transparent tape across the flap and signature?  USMA Reg 190-13, Appendix A, para A-4

�



_______�



_______�



_______��55.  Upon withdrawal of all or part of the funds, is the date and amount of withdrawal recorded on both the file copy and the owner’s copy of the receipt?  USMA Reg 190-13, Appendix A, para A-4

�



_______�



_______�



_______��56.  Is there a limit of $100 in cash that an individual may secure in the billets area?  USMA Reg 190-14, Appendix A, para A-4

�

_______�

_______�

_______��57.  Are unit or activity restricted area signs posted?  AR 190-13, para 2-2

�

_______�

_______�

_______��58.  Does the unit or activity have a current risk analysis?  AR 190-51, para 2-2

�

_______�

_______�

_______��59.  Has the activity commander provided the Provost Marshal with a list of all mission essential/vulnerable areas within his control?  AR 190-13, para 7

�



_______�



_______�



_______��60.  Is there a PS/CP officer (E-5 or above or civilian equivalent) designated in writing?  USMA Reg 190-13, para 1-8

�

_______�

_______�

_______��61.  Does the PS/CP officer conduct announced or unannounced PS/CP inspections?  USMA Reg 190-13, para 1-9

�

_______�

_______�

_______

��THIS CHECKLIST IS NOT INTENDED TO BE ALL INCLUSIVE.  YOU ARE STILL RESPONSIBLE FOR COMPLYING WITH ALL REGULATORY REQUIREMENTS.
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�YES�NO�N/A�������62.  Are all assigned unit personnel required to read the unit Physical Security/Crime Prevention SOP during inprocessing?  USMA Reg 190-13, Appendix A, para A-3

�



_______�



_______�



_______��63.  Are the following areas also covered in the briefing for newly assigned unit personnel?  



	a.  Off limits areas and establishments in the West Point area?  USMA Reg 190-13, para 1-9



	b.  Hazards from excessive use of alcohol or other intoxicating beverages?  USMA Reg 190-13, para 1-9



	c.  Hazards from use of narcotics and dangerous drugs?  USMA Reg 190-13, para 1-9



	d.  Prohibited weapons?  USMA Reg 190-13, para 1-9



	e.  Traffic Control Regulations?  USMA Reg 190-13, para 1-9



	f.  Safeguarding of military and private property?  USMA Reg 190-13, para 1-9

�







_______





_______





_______



_______



_______





_______�







_______





_______





_______



_______



_______





_______�







_______





_______





_______



_______



_______





_______��64.  Are unit personnel complying with registration of privately owned firearms?  USMA Reg 190-13, para 1-9

�_______�_______�_______��65.  Are engravers available to unit/activity personnel for marking government and personal property for identifications?  USMA Reg 190-13, para 1-9

�



_______�



_______�



_______��

THIS CHECKLIST IS NOT INTENDED TO BE ALL INCLUSIVE.  YOU ARE STILL RESPONSIBLE FOR COMPLYING WITH ALL REGULATORY REQUIREMENTS.
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PHYSICAL SECURITY OF ARMS, AMMUNITION, & EXPLOSIVES

STORAGE CHECKLIST



																YES	  NO	N/A



1.	If not a vault door with built-in combination lock, is the arms room 	_____	_____	_____

door locked with an approved high security padlock and hasp?

AR 190-11, para 4-2a



2.	Is lighting provided over the exterior of the arms room door?		_____	_____	_____



	a.  Is it left on during the hours of darkness, or reduced visibility?	_____	_____	_____



	b.  Is the switch for such lighting inaccessible to unauthorized		_____	_____	_____

personnel?



	c.  Is the lighting protected/covered by a wire mesh screen, or a 		_____	_____	_____

vandal resistant lens?

(AR 190-11, para 4-2d)



3.	Are all personnel authorized unaccompanied access to AA&E 		_____	_____	_____

storage areas provided a Command Oriented Screening , DA Form 

7281-R, to determine trustworthiness and reliability?

(AR 190-11, para 2-11)



4.	Is an access roster listing all personnel requiring unaccompanied 	_____	_____	_____

posted inside the AA&E storage area, away from public view?

(AR 190-11, para 4-19)



5.	Is the least practical number of personnel authorized unaccom-		_____	_____	_____

panied access?

(AR 190-11, para 4-19)



6.	Are the Command Oriented Screenings  conducted every 3 years?	_____	_____	_____

(AR 190-11, para 2-11c)





THIS CHECKLIST IS NOT INTENDED TO BE ALL INCLUSIVE.  YOU ARE STILL RESPONSIBLE FOR COMPLYING WITH ALL REGULATORY REQUIREMENTS.
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																	YES	  NO	N/A



7.	Does the AA&E storage site have an operational Intrusion Detec-	_____	_____	_____

tion System (IDS)?

(AR 190-11, para 3-6 and 4-2f)



8.	If an IDS is present, is its presence announced by a sign affixed at	_____	_____	_____

eye level on the exterior wall adjacent to the AA&E access door?

(AR 190-11, para 3-6b)



9.	Is a “Restricted Area” sign posted at eye level on the exterior wall	_____	_____	_____

adjacent to the AA&E access door?

(AR 190-11, para 4-15)



10.	Is a DA Form 4604-R Security Construction Statement (SCS):



	a.  Posted on an interior wall of the AA&E storage facility?			_____	_____	_____



	b.  Current (less than 5 years old)?								_____	_____	_____



	c.  Specifies the highest construction category met for storage of 	_____	_____	_____

AA&E?

(AR 190-11, para 2-2)



11.	If the SCS specifies the arms storage area to be category III or IV, 	_____	_____	_____

have the bolts of the automatic weapons (Category II/M-16s, M60s, 

SAWs, etc.) been removed, tagged and adequately secured away from 

the arms storage area?

(AR 190-11, para 4-2f)



12.	When not in use, are all arms stored in banded crates, containers or	_____	_____	_____

standard issue or locally fabricated arms racks?

(AR 190-11, para 4-2c)



13.	Are all arms racks secured with series 200 or 5200 padlocks?		_____	_____	_____

(AR 190-11, para 4-2c)





THIS CHECKLIST IS NOT INTENDED TO BE ALL INCLUSIVE.  YOU ARE STILL RESPONSIBLE FOR COMPLYING WITH ALL REGULATORY REQUIREMENTS.
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																	YES	  NO	N/A



14.	Are padlocks locked to the staple or hasp of arms racks and con-	_____	_____	_____

tainers when the area of the container is open to preclude theft, 

loss or substitution?

(AR 190-11, para 3-8d)



15.	Are hinged locking bars of arms room racks welded, or otherwise 	_____	_____	_____

secured to prevent easy removal or a weapon by disassembly?

(AR 190-11, para 4-2c)



15.	Are arms racks and containers weighing less than 500 pounds 		_____	_____	_____

fastened to the structure or chained in groups to weigh over 500 

pounds?

(AR 190-11, para 4-2c)



16.	If high value, sensitive, pilferable items (bayonets, binoculars, com-	_____	_____	_____

passes, night vision devices, etc.) are stored in the AA&E storage area, 

due to the non-availability of other secure storage, has the activity 

commander authorized such storage in writing?

(AR 190-11, para 4-18)



17.	Is a 100% physical count of all AA&E, to which the individual has 	_____	_____	_____

access, being conducted each time the AA&E storage area is accessed?

(AR 190-11, para 2-6)



18.	Is a serial numbered inventory of all assigned weapons conducted 	_____	_____	_____

monthly by an officer or NCO (this inventory will not be conducted by 

the armorer or by the same individual in successive months)?

(AR 710-2, para 2-12)





THIS CHECKLIST IS NOT INTENDED TO BE ALL INCLUSIVE.  YOU ARE STILL RESPONSIBLE FOR COMPLYING WITH ALL REGULATORY REQUIREMENTS.
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APPENDIX C

ADMINISTRATIVE KEY AND LOCK CONTROL PROCEDURES



C-1.  PRIMARY/ALTERNATE KEY CUSTODIANS.



A primary and at least one alternate key custodian will--

	a.  Be appointed in writing by the commander/director.

	b.  Issue and receive keys and maintain accountability for office, unit, or activity keys.

	c.  Maintain a key control register at all times to ensure continuous accountability for keys and locks used to secure Government property.

	d.  Conduct key and lock inventories as required by this regulation and AR 190-51, appendix D.

	e.  Be listed on the key and lock access roster.

	f.  Conduct an investigation when keys are lost, duplicated without authorization, or stolen.



C-2.  KEY AND LOCK ACCOUNTABILITY ROSTER.



	a.  All keys and locks will be listed on DA Form 5513-R or locally produced equivalent with the lock number, the lock location, the key number, the number of keys still in reserve, and remarks, if any.  Padlocks not in use will also be listed.

	b.  The key and lock accountability roster will be maintained in a locked container to which access is controlled.

	c.  Padlocks which do not have a serial number will be given one.  All keys used to secure Government property which no not have a serial number will be given one.  This number will be inscribed on the padlock or key as appropriate.  To maintain a sound security posture, padlocks and their keys will not be inscribed with the same or related numbers (i.e. 4114 for the key and 4114 or 4114A for the padlock).  These numbers will be different and unrelated to each other (i.e. 4114 for the key and 2598 for the lock).  The key and lock accountability roster will be used to identify which key goes with which lock.

	d.  When a key to a lock is missing, or otherwise unaccounted for, the lock will be replaced or recorded immediately.



C-3.  KEY CONTROL REGISTER.



	a.  Keys will be signed out to authorized personnel, as needed, on DA Form 5513-R.

	b.  When not in use, the key control register will be maintained in a locked container to which access is controlled.

	c.  Two or more like keys (keys with the same serial number) in a system should be further identified with an additional alpha or numeric identifier.  This should be etched or inscribed on the key.

	d.  Keys may be issued for personal retention if daily turn-in clearly jeopardizes mission readiness or seriously impedes operational effectiveness.

	e.  Key control registers will be maintained for at least 90 days after the last entry IAW MARKS file number 190-51a.

	f.  Keys will be physically maintained or secured in an approved key depository to show continuous accountability.

	g.  Administrative keys and locks will be accounted for on a key control register.
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C-4.  KEY AND LOCK INVENTORIES.



	a.  Keys to locks in use which protect property of an office, unit, or activity will be checked in accordance with AR 190-51.

	b.  Personally retained keys will be inventoried monthly on a “show basis” only.

	c.  All keys and locks will be inventoried semiannually by serial number.

	d.  DA Form 5513-R or locally produced equivalent will be used to conduct these inventories.  It will be compared with the primary and duplicate keys on hand and the keys issued on the key control register.

	e.  Discrepancies discovered during any inventory will be investigated and the results recorded as part of the inventory.

	f.  There will be a written record of all inventories recorded in ink or typed and maintained for at least 1 year.  (MARKS file number 190-51a)



C-5.  UNCLASSIFIED CONTAINER COMBINATION LOCKS.



	a.  The Major Activity Directors (MAD) will maintain a GSA approved container for the securing of unclassified container combinations (SF 700, part 2A) for all their subordinate activities.

	b.  Parts 1, 2, and 2A of SF 700 (Security Container Information) will be completed for all containers utilized for storage of unclassified material.

	c.  Part 1, SF 700 will be affixed to the inside of the unclassified storage container.

	d.  Parts 1, 2, and 2A, SF 700 will be marked as follows:  “NOT AUTHORIZED FOR THE STORAGE OF CLASSIFIED DEFENSE MATERIAL”.

	e.  Part 2A, SF 700 will be completed, detached, and inserted in the envelope (part 2).

	f.  Combinations will be changed:

	(1)  When placed in use.

	(2)  When an individual knowing the combination no longer requires access.

	(3)  When the combination has been subject to possible compromise.

	(4)  At least annually.

	(5)  When taken out of service.  Combination locks will be reset to the standard combination of 50-25-50.



C-6.  KEY DEPOSITORY



	a.  A lockable container, such as a safe or filing cabinet, or a key depository made of at least 26-gauge steel, equipped with a tumbler-type locking device and permanently affixed to the structure will be used to secure keys and padlocks when not in use.

	b.  The key depository will be located in a room where it is kept under surveillance around the clock or in a room that can be locked during non-duty hours.

	c.  For ease in conducting the daily sight inventory, only primary keys necessary for daily operation will be kept in the key depository.  Duplicate keys and keys seldom used will be kept in a separate locked container to which access is controlled.

	d.  An access roster will be maintained for the depository.  This roster will list the minimum number of personnel necessary to successfully accomplish the activity mission.  This roster will be kept away from public view.

	e.  All keys will be secured within a depository when not in use, unless otherwise accounted for.
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C-7.  LOCKS.



	a.  U.S. Government, key-operated, pin locking dead bolt which projects at least 1 inch into the door frame, or tumbler-type locking device will be used to safeguard unclassified, non-sensitive Army supplies and equipment if a lock is required.  The padlocks listed in DA PAM 190-51, page 8, are approved for securing Government property.

	b.  At least two spare padlocks will be kept available in the unit or activity for emergency use in the event an area is found unsecure or a padlock must be cut off from a secured area due to a lost key, defective lock, etc.  This padlock will be kept in the key depository and will also be listed on the key and lock accountability roster.

	c.  Master keyed or keyed-alike lock sets will not be used.



C-8.  ADDITIONAL PROCEDURES.



	a.  Keys will not be duplicated unless approved by the key custodian.

	b.  All individuals will process through the key custodian before permanently departing the section.
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