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Introduction

Section I

General

1-1. Purpose

This regulation prescribes policies, procedures and establishes responsibilities of personnel when confronted with a suspicious item / bomb threat or the discovery of a suspected or known Improvised Explosive Devices (IED) at West Point.

1-2.   General
a. The West Point Installation Security Plan (ISP) is the core document for all security-related

issues on this installation.  Familiarity with the ISP will aid the reader and all responsible agents to understand the command structure for the immediate response process referred to as the Incident Command Management System (ICMS).

b. Bombing, and the threat of being bombed are harsh realities in today’s world.  The public is 

becoming more aware of incidents of violence that are perpetrated by vicious and reprehensible segments of our society through the illegal use of explosives.  Law enforcement agencies are charged with providing protection for life and property.  But law enforcement cannot resolve these conflicts alone.  Every citizen must do his or her part to ensure a safe environment.

c. Suspicious items, bomb threats, actual IED discoveries, or bomb explosions may occur at any 

time.  Even though a suspicious package or bomb threat may be a hoax, it must be treated seriously and steps taken to minimize personal injury and property damage.  All West Point personnel must be continually aware of the potential for the placement of IEDs on the installation and should challenge or report suspicious activities to their supervisors or the Military Police for investigation. 

d. There are several ways for a suspicious item / bombing incident to be initiated: an employee 

could locate a suspicious package; a telephone bomb threat could be received; or a mail-delivered bomb could explode.  Additionally, there are more methods of delivery beyond telephones and mail.  How we collectively react to each of these incidents can significantly minimize personal injury and property damage.

e. As a final introductory note, it is important to realize that a bomb scene is a crime scene.  Certain 

precautionary measures must take place during an IED threat situation to preserve evidence and ensure the best opportunity to successfully investigate the crime following the incident.  The Incident Commander will take appropriate measures to ensure evidence is retained.

1-3.  PREPARATION.

a. Leaders can reduce the accessibility of buildings and events by hardening areas against a 

potential bomber.  Adequate physical security preparations can limit the amount of time lost to searching.  

b. If an incident occurs, proper planning ensures assignments are delegated, designates

responsibilities, instills confidence in the leadership, and reduces the potential for personal injury and property loss.  Proper planning can also reduce the threat of panic, a contagious human emotion.   Panic is sudden, excessive, unreasoning, infectious terror.  Once a state of panic has been reached, the potential for injury and property damage has greatly increased.  In the context of a bomb threat, panic usually is the ultimate achievement of the caller.

c. There are several factors to consider: Physical Security, the Bomb Incident Plan, the Chain of 

Command, Command Centers, and Training.

(1)   Physical Security provides for the protection of property, personnel, facilities, and 

material against unauthorized entry, damage, sabotage or other illegal or criminal acts. Some form of Physical Security is existent almost everywhere across West Point, although it is not necessarily intended to prevent a bomb attack.

(2)   A Bomb Incident Plan provides detailed procedures to be implemented when a bombing 

attack is threatened or executed.  Only by using established procedures can a bomb incident be handled with the least risk to all concerned.  Minimum requirements for inclusion into a building’s Bomb Incident Plan are at Appendix A.

(3)   Establishing a chain of command for a bomb incident is easy if there is one office 

structure, one organization.  A multi-occupant building presents unique challenges which must be worked through before a bomb incident occurs.

(4)   An Emergency Operations Center (EOC) is essential to communications and activity 

support.  The EOC’s support responsibilities are outlined in the ISP.

(5)   Training is essential to deal properly with a bomb threat incident.  Instruct all 

personnel, especially those at the telephone switchboard or others likely to intercept incoming calls, in what to do if a bomb threat is received.  Building Commandants are designated in writing and must be thoroughly familiar with their responsibilities outlined in this regulation.  The Installation Anti-Terrorism (AT) Officer should incorporate suspicious package and building evacuation scenarios as part of the recurring Force Protection training, exercise requirements, and Random Access Measures Plan (RAMP).

d. West Point does not incur frequent suspicious item / bomb threat incidents.  This regulation will 

be reviewed semi-annually and adjusted as appropriate.

Section 2

Responsibilities

GENERAL:

a.   The West Point ISP provides guidance for overall AT responsibilities.  In addition to those 

listed in the ISP, the responsibilities below specifically support bomb-related incidents.

b. All West Point agencies provide support to the EOC ICW their mission and available assets.  
Their specific support requirements are listed below.  Agencies will be prepared to provide them under emergency conditions with no early warning.
c. Aspects of the ICMS will be utilized.

2-1.  Major Activity Directors (MADs)/Tenant Commanders/Activity Directors (ADs) will ensure that requirements set forth in this regulation are provided for in their subordinate activity command plans.

2-2. Dean of the Academic Board will:

     a.  Reschedule classes as necessary.

     b.  Notify the Commandant of Cadets, Chief of Staff and Garrison Commander when the evacuation of adjacent buildings under their control is necessary or prudent.

2-3.  Commandant of Cadets will:

a.  Ensure that Cadet Guard Room and Cadet Company Charge of Quarters have appropriate bomb 

threat instructions available for reference.


b.  Notify the Dean of the Academic Board, Chief of Staff and Garrison Commander when evacuation 

of adjacent buildings under their control may be necessary or prudent.

2-4.  Garrison Commander will:

a. Ensure that each building structure has a Building Commandant or senior building occupant 

assigned.

b. Coordinate the 24-hour accessibility of the Building Commandants’ work and home telephone 

numbers.

c. Require all ISP-designated Incident Commanders to obtain ICMS training from FEMA or other 

authorized training source.

d. Notify the Dean of the Academic Board, Commandant of Cadets, and Chief of Staff when 

evacuation of adjacent buildings under their control may be necessary or prudent.

e. Ensure temporary shelter and life-support is available if living quarters are required to be 

evacuated.

2-5.   Provost Marshal will:


a.  Coordinate to use the most available package scanner.

b.  Designate an MP officer to act as the Incident Commander (IC) and alternate.  They will be trained 

IAW this regulation.  Further responsibilities are listed in para 2-6.


c.  Provide MPs to secure the threatened area and preclude unauthorized access to the area (inner 

perimeter).  Priorities are to life saving, scene stabilization, property conservation, and efforts to 

return to normal operations.


d.  Reroute traffic from the vicinity of the threatened area.


e.  Alert the 754th EOD Detachment located at Ft Monmouth of the bomb threat if it is determined 

that their support is required. The New York State Police (NYSP) or FBI Explosive Ordinance

Disposal units and bomb technicians may be additional required assets.


f.  Notify and assist CID in the investigation of the incident.

2-6.   Incident Commander (IC) will:

a. Command the emergency response operations and tactical planning from the Incident Command 

Post (ICP).

b. Decide if the affected facility will react to the threat or conduct business as usual.

c. Determine if a supervisor’s search will be conducted without evacuation.

d. Decide if the facility will be evacuated and searched.

e. Serves as the primary person responsible for the search teams.

f. If no bomb is discovered after the search, determines if and when normal operations will resume.

g. If a bomb is discovered, immediately clears the area and notifies EOD and other organizations.

h. Maintains the inner perimeter to ensure minimum safe distances remains clear of non-essential 

personnel, crime scene management, and other affiliated requirements as appropriate.

i. Will coordinate with CID before releasing the scene to the EOC or DHPW for appropriate clean- 

up crews to begin operations.

2-7. Director of Operations, Plans and Security (DOPS) will:

a. Investigate the possibility of subversion.

b. Coordinate with CID to exchange information concerning possible suspects.

2-8.  Director of Housing and Public Works (DHPW) will:


a.  Provide support to the Fire Department as required.


b.  Provide crews to cut off utilities to the threatened area as requested.


c.  Provide emergency repair and clean up crews in the event of a bomb detonation.


d.  Provide blueprints of the affected buildings to the EOC.

2-9.  Director of Information Management (DOIM) will:

a. Provide photographic support to CID upon request.

b. Ensure training of installation telephone operators concerning the proper methods of handling a 

phoned-in bomb threat and Malicious Call Trace procedures.

c. Provide information to the West Point community on procedures for initiating a Malicious Call 

Trace.

d. Provide the Public Affairs Office (PAO) with the bomb threat worksheet for publishing in the 

back of the West Point telephone book.

e. Provide training and a copy of the Postal Pamphlet Bombs By Mail to all mail handlers. 

2-10.   Director of Logistics (DOL) will:

a. Provide transportation and subsistence support to the EOC.

b. Develop contingency feeding plans in the event of a bomb threat at Washington Hall.

2-11.  Commander, Medical Activity (MEDDAC) will:

a. Provide ambulance and emergency medical personnel support to the threatened area as required.

b. Coordinate for air evacuation (STATFLIGHT) of patients as required.

c. Coordinate for regional medical facility support to handle multiple victim situations.

d. Authorize and coordinate the evacuation of KACH in the event of a bomb threat/detonation at that 

location.

e. Ensure Mass Casualty training and qualifications IAW appropriate regulations.

2-12.  Commander, 1/1 Infantry will:

a. The commander and designated alternate will obtain and maintain emergency operations training 

proficiency.  The Incident Command Management System is the approved method. 

b. Activate and command the EOC IAW with ISP for all bomb threats and detonations (not 

suspicious item incidents).

c. Provide soldiers (security teams) to augment on-duty MPs in securing the area of a bomb threat, 

within three hours of the request.


d.   Incorporate suspicious package and building evacuation scenarios into the recurring Force Protection training, exercise requirements, and RAMP.

e.    Identify all Incident Commanders within the ISP.  Require them to be designated in writing and trained in emergency operation procedures.  The ICMS from the Federal Emergency Management Agency (FEMA) or other authorized training source is the recommended training tool.

2-13.  Public Affairs Officer (PAO) will:

a. Handle all press inquiries and accommodate media representatives who arrive on the scene.

b. Coordinate/control photographic coverage as required for news coverage.

c. Furnish the news media with accurate information.  Intent is to prevent irresponsible statements 

from uninformed sources that may precipitate additional bomb threat calls.

d. Additional guidance can be found at Appendix H.

2-14.   Building Commandant / Senior Building Occupant will:

a. Provide access to your work and home telephone numbers ICW the Office of the Garrison 

Commander, so you can be reached 24 hours. 

b. Develop and implement a bomb threat and evacuation plan IAW this regulation for all your 

assigned buildings.

c. Designate search team personnel in writing and train them IAW this regulation.

d. Immediately notify the MPs upon receipt of any suspicious item / bomb threat.

e. Determine if evacuation is an immediately required action.

f. If a bomb threat is declared, provide Direct Support to the IC upon his arrival.

g. Ensure that the individual who received the bomb threat / found the suspicious item or bomb is 

immediately available to the IC until released.

2-15.  SAC, CID will:

a. Provide personnel to investigate all incidents of bomb threats, bomb placements and/or bomb 

detonations.

b. Coordinate with the IC for investigative activities.

c. Assume control of the bombsite investigation after emergency operations (fire/rescue/medical) 

have ended.

d. Notify the IC when clean up operations can begin.


e.    If the device has any evidentiary value, coordinate with the 754th EOD prior to its disposal. 

2-16.  The Chief, Fire Department will:

a. Provide fire fighting and rescue personnel and equipment to the threatened area.

b. ICW DHPW, ensure fire fighting and HAZMAT training and qualifications are met IAW 

appropriate regulations, and /or coordinate with regional assets as required.

2-17.  The Installation Federal Post Office and all mail handlers will ensure appropriate suspicious item / suspected bomb procedures are in place, IAW their applicable regulations and this regulation.  


Section 3

Procedures

3-1.  Discovery of a Suspicious Items:


a.  Employees must be alert to determine if a suspicious item belongs in the area.  An employee should know if a certain briefcase belongs, if a flower arrangement is new, if a recently delivered package is expected, or if a package in the corner is someone’s lunch.  One way to do this is to keep clutter to a minimum.


b.  If an employee locates a suspicious item, do not touch, move or disturb it.  The best course of 

action is to notify your supervisory chain and the MPs.  A decision must be made to determine the

next course of action.  The package could be treated as it looks (briefcase, lunch bag…) or as an 

IED.



(1)  Building employees, Building Commandant, and the MPs attempt to identify the owner of the suspicious item.  



(2)   Simultaneously, certain precautionary measures may be taken.  For instance, a Bomb K-9 

Team may be requested.  If the K-9 does not alert, this may indicate that the package is not a bomb. 



(3)  The utilization of a mobile scanner specifically designed to assess if a package contains bomb materials is an expedient and least costly method.


c.  The owner or addressee of the suspicious package or the Building Commandant declares a 

suspicious package ‘no longer suspicious’ and opens it.  The item is not declared safe, opened nor moved by the MPs.

3-2.  Receipt of a Bomb Threat:


a.  Bomb threats are delivered in a variety of ways.  The majority of threats are called into the target 

location.  Occasionally, these calls are made through a third party.  Sometimes a threat is communicated in writing or by a recording.


b.  Two logical explanations for telephonically calling in a bomb threat are:



(1)   The caller has definite knowledge or believes that an explosive or incendiary device has been or will be placed and wants to minimize personal injury.  The caller may be the person who placed the device, or he may be someone who has become aware of such information.



(2)   The caller wants to create an atmosphere of anxiety and panic, which will in turn result in a 

disruption of the normal activities at the facility where the device is purportedly placed. 


c.  The person receiving the call may be the only person to have contact with the potential bomber and may hear critical information.  When a bomb threat is received, the receiver must know what to do and how to do it.  This is why contingency bomb threat plans must address the need for training persons most likely to receive a bomb threat call.  Proper training will provide the receiver with the skills to pick out important facts.


d.  Where working arrangements allow observation, inconspicuously signaling another employee to listen in on the call should be worked out in advance.  This second person concentrates on the characteristics of the caller and any background noises.  


e.  The receiver of the call is now able to concentrate on the exact words of the caller.  The receiver must try to keep the caller on the phone for as long as possible to allow time to recognize background noises and gain additional information.  A calm response to a bomb threat caller could result in obtaining critical information.   This is especially true if the caller wishes to avoid injuries or death.  For instance, if told that the building is occupied or cannot be evacuated in time, the caller may be more willing to give more specific information on the bomb’s location, components, or method of initiation.


f.  The receiver asks the caller for specific information as shown on the Bomb Threat Checklist (Appendix B).  If the caller describes what it looks like, how it operates, and it’s general characteristics, this is known as a descriptive bomb threat.  A descriptive bomb threat is probably real.  The receiver documents the exact wording of the threat.  For example, if the caller says, “Specialist Jones, there is a bomb planted on your floor.  You and your six coworkers have 20 minutes to clear out”, the receiver must note all of that information.  If the receiver only indicates that a bomb threat was received, important information is lost.

3-3.  Notifications.


a.  The person receiving the bomb threat call immediately reports to the senior supervisor available, who in turn should notify the Building Commandant/Senior Building Occupant with the complete bomb threat checklist, who then notifies the MPs.  This action facilitates proper emergency notification and helps lessen the possibility of panic.  The receiver does NOT spread the word about the bomb threat before notifying the supervisor.  The receiver then remains available, as MPs and CID personnel will want to conduct an immediate interview.


b.  MPs will respond as the initial investigating agency for a bomb threat.  They will provide the Incident Commander, manage crowd control, reroute traffic, and obtain facts for the initial investigation.



(1)  The IC will direct the activities of the MPs, provide advice to the Building Commandant, and position First Responder fire fighting, rescue, and medical personnel/equipment as required.



(2)  MP Investigators and CID will assume primary investigative activities.



(3)  The Desk Sergeant will make operational and administrative notifications IAW the PMO Notification Roster.  Notifications will be made as the situation dictates, as each situation does not require all-agency participation.  As an example, the 754th EOD does not normally respond to a bomb threat unless a suspicious item is located.  

3-4.  Incident Command Post (ICP).

a. An ICP will be activated during bomb situations (not suspicious package).  

b. The ICP will:

(1)  Provide Direct Support to the IC.

(2)  Designate a primary and alternate location.  The best location for the ICP is close enough 

where the IC can see the incident location, but be at a safe distance. 

(3)  Control all responding emergency vehicles and personnel, utilizing Staging Areas at safe but 

functional distances from the incident scene.  

(4)  Incorporate the Building Commandant’s method of tracking search teams.  Primary and 

secondary methods of communication are recommended.  The use of two-way radios is not recommended as they can cause premature detonation of an electronic blasting cap.

(5)  Obtain a blueprint of the building in question.

(6)  Create and maintain an outer perimeter for crowd control, traffic control, increased safety 

zone, and receipt of additional support requirements provided by the EOC.

(7)  Coordinate across command lines to ensure adjacent buildings or Activity Directors are 

aware of the threat, and take appropriate precautionary measures.

(8)  Information management:

a) Maintain a log of all critical actions during an event.

b) The IC is the only person authorized to release bomb threat information.

c) The PAO is the only person authorized to release the information to the public, as 

tight controls on this information can prevent a wave of bomb threats.

3-5.  Building Evacuation.


a.  Overall guidelines and responsibilities can be found in the Installation Security Plan, Annex K.


b.  Building evacuation is not necessary for all suspicious items.  Non-evacuation of building procedures can be found at Appendix C of this regulation.    


c.  In some cases, the decision to evacuate has been made by the Building Commandant during the development of the bomb incident and prior to the arrival of the IC.  There are three evacuation alternatives when faced with a bomb threat:



(1)   Determine the Threat as invalid.    This option can result in some complications.  While statistical arguments can be made that very few bomb threats are real, it cannot be overlooked that bombs have been located in connection with threats.  Also, there is the possibility that if the bomb threat caller feels ignored, the caller may go beyond the threat and later actually plant a bomb.



(2)   Evacuate immediately.  Evacuating immediately on every bomb threat on face value alone 

appears the best alternative.  However, negative factors must be considered. 




a)  The obvious result is the disruptive effect on your operation.  If the bomb threat caller knows your policy, the caller can continually call and force your organization to a standstill.  An employee may make a threat to get out of work.  




b)  A bomber, wishing to cause personal injury, could place a bomb near an exit 

normally used to evacuate.



(3) Search and evacuate if warranted.   Initiating a search after a threat is received and evacuating a building after a suspicious item is found is the most desired approach.  It is not as disruptive as immediate evacuation.  Appropriate action can be gauged based on the best threat information available at the time.


d.  Once the IC arrives on the scene, the IC determines evacuation only after a thorough evaluation of all information.  The IC will consider the results of the Bomb Threat Checklist, information from support agencies, and the criticality of the mission of the targeted facility.  The IC also must consider that disruption of operations serves the purpose of the bomber.  If the bomber describes in detail the type of device, its location, and  / or the placing of the device, then the IC may have more reason to believe that the device has indeed been planted.


e.  Additionally, the decision to evacuate a building is not solely based upon the ‘direct’ personal injury that can be caused by the explosive device.  It should also be based on the ‘secondary’ personal injury that can be a result of building damage.  Depending on the size, composition, and location of the explosive device, as well as the building’s construction and materials utilized inside the building (flammable, combustible, toxic, explosive), the building’s structural integrity could be damaged to the point that its collapse or other lethal threat is feasible.    


f.  Evacuation of building procedures is at Appendix D.

3-6.  Safe and recommended distances.


a.  The safe and recommended distances that personnel should be evacuated to, is based on several factors such as: location, type and amount of explosive device; potential for secondary hazards (such as falling glass, building debris…); and terrain.


b.  Standoff guidelines are located at Appendix E.

3-7.  Searches.


a.  Search Criteria.  If the individual making the bomb threat states a specific time of detonation, searches will not be conducted from 30 minutes prior to the given time, to 30 minutes after the given time.


b.  There are two types of searches: a supervisor’s search and a search team search.



(1)  A supervisor’s search:




(a) This search-type is generally conducted without the knowledge or awareness of other employees in the building.  It can be conducted by a few of the activity’s personnel using a quick-paced method to look for suspicious items.  It is useful and efficient if work areas are orderly.  If work areas are cluttered, than a supervisor’s search will not be as effective.




(b) The advantages of this type of search are that they are generally the fastest, there is no production time lost due to interrupted business.  The disadvantages are: they are generally not as thorough; supervisors cannot efficiently search space where employees are working without their awareness; it has an adverse effect on personnel should the employees discover a search is being conducted without their knowledge; supervisory personnel may be reluctant to search in areas where custodial or maintenance personnel would be best suited to search; and there are safety hazards inherent in having untrained supervisory personnel searching for a bomb where employees are working.  This type of search is generally 50 – 60% effective.



(2)  A search team search:




(a) This type of search requires that the building be evacuated until after the search has been accomplished.  Two-person teams composed of people assigned to and familiar with the activity should search the building.  Preferably, these people should be volunteers.  It must be stressed that the searchers must know or be able to determine if an item actually belongs in the area; thus they should be persons assigned to that activity.  For this reason, MP and EOD personnel should not search an area.  




(b)  This type of search can be up to 85% effective.  However, training is an essential component for its success.

c.  Additional search guidelines are provided at Appendix F.

d.  Communications.

(1)  The Building Commandant must keep the IC updated concerning its search teams utilizing 

 reliable communication.


     (2)  However, radio transmissions, to include cell phones, should not be used within 300 feet of the affected area.  If possible, all elements of the bomb scene should use the telephone to maintain contact with the IC.


     (3)  Alternate types of communications are runners, whistles, Field Phones (TA-312s), and hand 

signals.

3-8.  Mail Bombs.


a.  Potential target recognition.

(1)  A small number of IEDs have been mailed over the years resulting in death, injury, and 

destruction of property.  Contingency plans are required to help prevent mail bomb disasters.

(2)  Several organizations on USMA are more likely to handle mail than others.  Additionally, 

certain organizations are more likely to be targets than others.  Their plans will include mail bomb contingency planning.

b.  Parcel bomb recognition.



      (1)  Bombs can be constructed to look like almost anything and can be placed or delivered in any number of ways.  The probability of finding a bomb that looks like the stereotypical bomb is almost nonexistent.  The only common denominator that exists among bombs is that they are designed to explode.

(2)  Most bombs are homemade and are limited in their design only by the imagination and 

the resources available to the bomber.

(3)  A bomb can be enclosed in either a parcel or an envelope.  Its outward appearance is 

limited only by the imagination of the sender.  However, past mail bombs have exhibited some unique characteristics that can assist in identifying a suspect mailing.  To apply these factors however, it is important for planners to know the type of mail normally received by an organization.

(4)  The information contained in the postal pamphlet Bombs By Mail will be available to all 

mail handlers.  A copy of this pamphlet will be in each unit mailroom.

(5)  Some characteristics of a mail bomb are listed at Appendix G.


c.  Actions upon recognition.

(1)  A mail handler or recipient of mail who is suspicious of a letter or parcel who cannot 

verify the contents with the addressee or sender must not open the article or put it in water or a confined space (like a desk drawer or a filing cabinet).  Instead, isolate the suspected mail and evacuate the immediate area.  If possible, windows should be opened in the immediate area to help vent potential explosive gases.

(2)  Immediately contact the MPs or the Postal Inspector to report the suspected mail bomb.

3-9.  AFTER-ACTION PROCEDURES


a.  Criminal Investigation.

(1)  After an item has been rendered safe or has been detonated (either by the bomber or by 

the 754 EOD), the area will be sealed off by MPs until criminal investigators thoroughly investigate the area.  If a device detonates, trace evidence is essential to an investigation and will be retrieved.  This evidence may be found at great distances away from the explosion site, therefore a secure perimeter may need to be expanded beyond the original security perimeters.

(2)  All personnel not directly involved with the investigation are restricted from the scene as 

unauthorized entry could lead to prosecutorial complications.

(3)  Bomb scene investigations will comply with the PMO and CID SOPs and regulations.  

Investigative support from local Police Departments, State Police, the FBI and other DoD departments may be required.

(4)  Even during the emergency actions, criminal investigators may require prompt support to 

ensure evidence is retained.

  b.  Formal After Action Reports (AAR).   AARs will be completed IAW USMA guidelines.

APPENDIX A

BOMB INCIDENT PLAN REQUIREMENTS

For MADs and Building Commandants

1.  Develop a plan that incorporates the guidance provided in this regulation.

2.  Designate a chain of command.

3.  Decide what primary and alternate communications will be used to evacuate the building and to communicate other required actions.

4.  Build in adequate flexibility to avoid suspected danger areas such as known gathering points.

5.  Designate and train search teams IAW Appendix F.

6.  Establish procedures to lead qualified bomb technicians to a located suspected package.

7.  Design procedures to take if a threat is received. 

8.  Establish and maintain liaison with the ICP.

APPENDIX B

BOMB THREAT CHECKLIST

For MADs and Building Commandants

1.  Questions to ask the caller:


a.  When is the bomb going to explode?

_______________


b.  Where is it right now?



_______________


c.  What does it look like?



_______________


d.  What kind of bomb is it?



_______________


e.  What will cause the bomb to explode?

_______________


f.  What is your name?



_______________


g.  Did you place the bomb?



_______________


h.  Why?





_______________


i.   What is your address?



_______________

2.  Exact wording of the threat:

________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

3.  The caller:


a.  Sex:
            





_______________


b.  Race:






_______________


c.  Age:






_______________


d.  Length of call:





_______________


e.  Telephone number at which the call was received:
_______________

4.  Describe the caller’s voice:

___Calm
___Angry
___Excited
___Slow
___Rapid
___Soft

___Loud
___Laughter
___Crying
___Normal
___Unusual
___Distinct

___Slurred
___Nasal
___Stutter
___Lisp
___Raspy
___Deep

___Disguised
___Familiar
___Whispered
___Accent
___Ragged

___Clearing Throat

___Deep Breathing

___Cracked Voice



*If voice is familiar, who did it sound like?


__________________

5.  Describe any background noises:

___Street Noises
___Factory Machinery

___Telephone Booth

___PA System

___Long Distance

___House Noises

___Static

___Motor


___Car Phone

___Music

___Local


___Voices

___Office

___Animal Noises

___Clear

___Phone Booth
___Other

6.  Language:

___Well spoken
___Foul
___Irrational

___Incoherent

___Taped

___Message sounded like it was read?

7. Any additional remarks: _________________________________________________________________________________________________________________________________________________________________________________________________________________________.

8.  Time/Date of the call:  _____________________

9.  Your information:


a.  Name:  


____________________


b.  Position:


____________________



c.  Phone number:

____________________


d.  Date of phone call:
____________________

APPENDIX C

NON-EVACUATION PROCEDURES
SUSPICIOUS ITEM INCIDENTS ONLY

For Building Commandants or Senior Building Occupant

1.  Report the location of a suspicious item to the chain of supervision and the MPs immediately.  

2.  Immediately notified to the PMO of a decision not to evacuate.

3. When the Building Commandant or Senior Building Occupant declares the building safe, the PMO will be notified immediately.

4.  If a bomb is found, evacuation will commence immediately IAW with the procedures outlined in Appendix D.

APPENDIX D

EVACUATION PROCEDURES

1.  The order to evacuate will be disseminated by the Building Commandant/Senior Building Occupant in the most expedient method available (excluding the fire alarm).  Bomb threat evacuation routes and rally points will be as different as possible from fire evacuation routes and rally points.

2.  Prior to departing the building, all doors and windows should be opened to minimize the damage of an explosion.

3.  All personnel will be moved no less than the recommended distance IAW Appendix E.  Move personnel to a sheltered area, if available.  Ensure accountability is maintained for all evacuated personnel.

APPENDIX E

STANDOFF TABLE

	DESCRIPTION
	EXPLOSIVE CAPACITY 
	BUILDING EVACUATION 

DISTANCE
	OUTDOOR EVACUATION DISTANCE

	Pipe Bomb
	5 lbs.
	70 ft.
	850 ft.

	Briefcase or Suitcase
	50 lbs.
	150 ft.
	1,850 ft.

	Sedan
	1000 lbs.
	400 ft.
	1,750 ft.

	Passenger / Cargo Van
	4,000 lbs.
	640 ft.
	2,750 ft.

	Small Delivery Truck
	10,000 lbs.
	860 ft
	3,750 ft.

	Moving van or water / fuel truck
	30,000 lbs.
	1,240 ft.
	6,5000 ft.

	Semi-trailer
	60,000 lbs.
	1,570 ft.
	7,000 ft.

	
	
	
	


Explosive Capacity is based on the maximum volume or weight of explosive that can reasonably fit.

Building Evacuation Distance is governed by the ability of an unstrengthened building to withstand severe damage or collapse.  All personnel must evacuate this minimum distance (both inside of building and out).

Outdoor Evacuation Distance: Governed by the greater of fragment throw distance or glass breakage / falling glass hazard distance.  Note that pipe and briefcase bombs assume cased charges that throw fragments farther than vehicle bombs.  This is the preferred distance for evacuation of people in buildings and mandatory (minimum) for people outdoors.

Actions to take if biological or chemical agents are used in conjunction with a bomb are addressed in the ISP.

APPENDIX F

SEARCH GUIDELEINES

A.  Search Techniques.


1.  As a first response to these threats, it is important that personnel most familiar with the building be involved in conducting the initial search.


2.  The Building Commandant/Senior Building Occupant will form search teams composed of activity military personnel and civilian volunteers who occupy the threatened building.


3.  Personnel familiar with the area to be searched, teamed in pairs, will conduct the searches.  Be alert for items out of place or strange items not normally found in the area being searched.


4.  Typically begin searching outside, paying special attention to window ledges, bushes, garbage cans, flower arrangements, air conditioner units, and automobiles.


5.  Only after the exterior of the building is complete should searches begin searching the ground level of the building and work upwards.  Also, begin with the common areas and move to the more restrictive areas.


6.  All public access areas are searched first.  Offices with public access are then searched.  Finally, offices, storage areas, and areas with restricted public access are searched.  Rooms that are searched will be marked with paper or colored tape to ensure efficiency and to speed up the process.


7.  During a room search, the searchers enter a room, stop, remain still, and listen for any unusual sounds.  Searchers will make a quick visual scan of the room for obvious, unusual items.  They divide the room in half and then into four levels.



a. Their first search includes items such as desks, chairs, and garbage cans that lie within the area from the waist to the floor.



b. Their second search includes items such as filing cabinets, tabletops and lower shelves that lie within the area from the waist to the top of the head.



c. The third search includes items such as picture frames cupboards, windows, and vents that lie within the area from the top of the head to the ceiling.



d. Their fourth search includes checking all vents, pipes, and ceiling supports beyond the ceiling.

B.  Discovery of a suspicious IED.  Search teams and Building Commandants must know the actions to be taken upon discovery of a device and measures to reduce damage.  They must learn that if a suspicious IED is actually located, it requires concise and immediate action.

      1.  Do not touch, attempt to move, or otherwise disturb it.


2.  If evacuation is not already accomplished, immediately evacuate all non-essential personnel.


3.  Even though there may be more than one explosive device, discontinue the search until EOD personnel arrive to supervise.


4.  Evacuate personnel IAW Appendix E.


5.  If time allows, and only under the recommendation of 754th EOD even if they have not yet arrived:



a.  Disconnect or shut off any gas lines leading to the facility.



b.  Open windows and doors.



c.  Remove items that may add to the explosive force (gasoline, lubricants, paints…)



d.  Sandbag the area around the device, but never place an item on the device itself.  Never use metal shields, as the metal can become dangerous explosive debris.


6.  The Building Commandant will ensure that the individual who reported the discovery of a suspected bomb is readily available to brief the IC and EOD team leader upon their arrival to the scene.


7.  The 754th EOD personnel will respond to the scene to disarm or remove the device for disposal IAW their regulations and guides.  

APPENDIX G

CHARACTERISTICS OF A MAIL BOMB

(See Paragraph 3-8 for preliminary discussion)

1. Addressee’s name and / or title are inaccurate.  Misspelling on a letter or package could 

occur because the writer is simply not familiar with military ranks or unit designations.

2. The name or address may be prepared with homemade labels or cut-and-paste lettering.

3. No, or nonsensical return address.  This may be an attempt to reduce the amount of 

evidence on an envelope or to avoid suspicion by using what could be determined to be an erroneous address.

4. An unknown or strange postmark.

5. Inconsistencies between the return address and the postmark.  The return address and the 

postmark may be different; e.g., the return address may indicate the item was mailed from Oregon, whereas the postmark may be from Frankfurt, Germany.

6. Foreign writing, addresses, or postage.  Indicates that the writer is from another country.

7. An excessive amount of postage, no postage, or non-canceled postage.  Indicates that the 

package was not weighed by the Post Office.  It is risky to ask a mail clerk to weigh a letter bomb for the exact amount of postage.  Postal personnel normally know what to look for and may be able to determine that the package contains a bomb.  Therefore, it is safer for the bomber just to add additional postage rather than risk being caught with the bomb.

8. Restricted endorsements such as ‘personal’ or ‘private’, when the addressee does not 

normally receive personal mail at the office.

9.  ‘Fragile – handle with care’, or ‘Rush – Do not delay’ markings. 

10. Protruding strings, wires, or aluminum foil.  The bomb maker may have constructed the 

device in a sloppy manner, causing unsecured wires to work loose.  The more likely reason for an exposed wire is that it is an arming wire which a terrorist courier did not remove, fearing it would detonate instantaneously.

11. Grease marks or stains.  Stains such as those from potato chip or French fries, may show 

on the outside package.  This happens because many explosives sweat or exude the oil used in their manufacturing such as motor (Semtex – H) or vegetable (C-4) oil.

12. Inflexible, if the firing device and other contents have been mounted on material to 

prevent shifting around while traveling through the mail system.

13. An irregular shape or have soft spots or bulges, due to the construction of the firing device 

and other bomb parts inside.

14. The item may be unusually heavy or light for its size.   A normal envelope weighs 1-2 

ounces, compared to a letter bomb measuring one-fourth to one-half inch thick.  A package may be unusually light if it contains only the firing device, power source, and explosive, rather than whatever is listed on the exterior of the package, such as books or other material.     

15. Imbalanced weight.  The balance of a package may be uneven because of the way the 

explosives are placed or because they have shifted.

16. Emits a peculiar odor, such as the odor of shoe-polish, almonds, marzipan, or a heavily 

perfumed package.

17. Unprofessionally wrapped with several combinations of tape used to secure the package.

18. Packages wrapped with string are automatically suspicious, as modern packaging 

materials have eliminated the need for twine or string.

19. Buzzing or ticking noise, or a sloshing sound. 

20. Letters or packages arriving before or after a phone call from an unknown person asking if 

the item was received.

21. Pressure or resistance may be noted when removing contents from an envelope or 

package.

22. A package that is unexpected or from an unknown sender.

APPENDIX H

PUBLIC AFFAIRS GUIDANCE

It is essential that public announcements of an actual incident do not provide the bomber with essential investigative information which could ultimately jeopardize the lives of First Responders or our supporting EOD teams.

Specifically, do not:

a. Comment on the components of the device or allow media to photograph or film the device.

b. Speculate on the amount of damage / injury the device could have caused.

c. Give specifics how the bomb was rendered safe.

d. Speculate on motive or a next target.

e. Tell media when the scene may be released (unless announced by a command authority).

f. Describe the type of forensic testing.

g. Announce any information relative to the bomber’s ‘signature’.  

APPENDIX I

GLOSSARY OF ABREVIATIONS

AT


Anti-Terrorism

EOD

Explosive Ordnance Disposal

EOC

Emergency Operations Center

FEMA 

Federal Emergency Management Agency

IC


Incident Commander

ICMS

Incident Command Management System

ICP 

Incident Command Post

IED

Improvised Explosive Device

ISP


Installation Security Plan

MED

Minimum Evacuation Distance

NYSP

New York State Police

RAMP

Random Access Measures Plan
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