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Books and Book Chapters 
 
SAILING IN DANGEROUS WATERS: A DIRECTOR’S GUIDE FOR DATA GOVERNANCE 
(American Bar Association, 2006) (Co- author) 
 
CHECKPOINTS IN CYBERSPACE:  AVERTING LIABILITY IN CROSS-BORDER TRANSACTIONS (American 
Bar Association, 2005) (First author) 
 

Articles 
 
“Red Skies in the Morning: Professional Ethics at the Dawn of Cloud Computing,” WILLIAM MITCHELL 

LAW REVIEW, (to be published FALL, 2011). 
 
“Hardening the Target,” IEEE SECURITY & PRIVACY (September/October 2008) (First author). 
 
“Allies at Sixes and Sevens:  Sticky Issues in Australian – US Defence Trade Controls,” SECURITY 

CHALLENGES (June 2007) (First author). 
 
“On the Board Agenda:  A Coherent Strategy for Data Security through Data Governance,” IEEE 

SECURITY & PRIVACY (May/June 2007) (First author). 
 
“The 2006 Survey of Legal Developments in Data Management, Privacy, and Information Security: 

The Continuing Evolution of Data Governance,” THE BUSINESS LAWYER (November 2006) (First 

author) 
 

“Immaterial Transfers With Material Consequences, IEEE SECURITY & PRIVACY (September/October 

2006), reprinted in THE DISAM JOURNAL (February 2007). 
 

“Lessons for Laptops from the 18th Century,” IEEE SECURITY & PRIVACY (July/August 2006) (First 
author). 
 

“Acting Responsibly with Geospatial Data,” IEEE SECURITY & PRIVACY (November/December 2005) 

(co-author). 
 
“Lessons in Data Governance: A Survey of Legal Developments in Data Management, Privacy, and 

Security” (June 2004 – May 2005), THE BUSINESS LAWYER (November/December 2005) (First author). 

 

“Averting Security Missteps in Outsourcings,” IEEE SECURITY & PRIVACY (March/April 2005) (co-

author). 
 

“Directors’ Digital Fiduciary Duties,” IEEE SECURITY & PRIVACY (January/February 2005). 
 
“A Warranty of Cyberworthiness,” IEEE SECURITY & PRIVACY (March/April 2004). 

 
“Guarding Against Terrorism – And Against Liability,” IEEE Spectrum (January 2004). 
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Lectures, Presentations, and Briefings 
 
Protecting the Intellectual Property in Contracts with the U.S. Government:  The Minotaur in the 
Regulatory Maze,” (Association of the Bar of the City of New York Continuing Legal Education 
Program, New York City, May 2010). 
 

“Intellectual Property Issues in Federal Procurement,” (Army Material Command Continuing Legal 
Education Program, Huntsville, Alabama, April 2011). 
 

“Procurement and Ethics,” (Norwegian National Chapter of the International Society for Military Law 
and the Law of War, Oslo, Norway, March 2011). 
 
“Cyber Security for U.S.-Based Nuclear Power Plants,” (ABA Annual Cyberspace Law Institute 
Continuing Legal Education Program, Austin, Texas, January 2011). 
 
“Red Skies in the Morning:  Legal Ethics at the Dawn of Cloud Computing,” (The Copyright Society of 
the U.S.A., New York Chapter, Continuing Legal Education program, New York City, October 2010) 
 
“Wake Up Call or Snooze Alarm:  Are Recent Cyber-Security Regulations Giving Birth to Cyber-
Fiduciary Duties? (Continuing Legal Education Program, ABA Business Section, ABA Annual Meeting, 
San Francisco, California, August 2010). 
 

“The Real Realities of Cloud Computing - Will the Cloud Produce Smooth Sailing or Stormy 
Weather?,” (Continuing Legal Education Program, ABA Science & Technology Section, ABA Annual 
Meeting, San Francisco, California, August 2010).  
   

“Head in the Cloud – Feet in the Code of Professional Responsibility: Managing the Ethical Risks to 
Lawyers from Web 2.0 Technologies,” (Continuing Legal Education Program, ABA Business Section, 
Webinar, March 2010). 
 
“Brave New Web: Social Network's Challenges to Copyright, Privacy and Legal Ethics,” (Continuing 
Legal Education Program, Entertainment Law and Intellectual Property Section of the Los Angeles 
County Bar Association, Santa Monica, California, February 2010). 
 
“Head in the Cloud – Feet in the Code of Professional Responsibility: Managing the Ethical Risks to 
Lawyers from Web 2.0 Technologies, Portable Devices and Wireless Access,” (Continuing Legal 
Education Program, ABA Business Section, ABA Annual Meeting, Chicago, Illinois, August 2009). 
 
“Cross-Border Issues in Defense Procurement Laws and Ethics,” (International Society for Military Law 

and the Law of War, XVIII
th

 International Congress, Tunis, Tunisia, May 2009). 

 
“Blah, Blah Blogs: Issues and Policies for the Ways Employees Communicate Online,” (Continuing 
Legal Education Program, ABA Business Section, Spring Meeting, Vancouver, British Columbia, 
Canada, April 2009). 
 
“Managing Risks from US Laws: Avoiding Unacceptable Outcomes in Defence Procurements,” 
(Military Communications and Information Systems Conference: NCW – Joint and Coalition, Canberra, 
Australia, November 2008). 
 
“Explorers and Exploits in Online Social Networks: Balancing the Risks to Copyrights, Security and 
Privacy,” (Association of the Bar of the City of New York, November 2008). 
 
“Practical Strategies for Managing the Tech Transfer Risks in Cross-Border Corporate Transactions,” 
(Continuing Legal Education Program, Business Section, ABA Annual Meeting, San Francisco, August 
2007). 
 
“US Defence Trade Controls: Sticky Issues for Allies,” (Australian National University’s National 
Europe Centre, Canberra, Australia, July 2007). 
“Allies at Odds: Sticky Issues in Defense Trade Controls,” (American Bar Association, Business 



Section Spring Meeting, Washington, D.C., March 2007). 
 
“Compliance Challenges Under the International Traffic in Arms Regulations,” (Industrial College of the 
Armed Forces, February 2007). 
 
“Issues in Defense Trade Controls,” (Teleconference Presentation to Canadian IT Law Association 
Quarterly Roundtable Series, January 2007). 
 
“Seven Paths to Perdition: Ethical Quandaries for Project Managers of Major Defense Procurements,” 
(Industrial College of the Armed Forces, November 2006). 
 
“Doing Business with the U.S. Government,” (Conference and Telecast, Canadian Government and 
the Ottawa Center for Research and Innovation, Ottawa, Canada, February 2006). 
 
“Data Governance for Directors,” (Continuing Legal Education Program, Business Section, ABA 
Annual Meeting, Chicago, Illinois, August 2005). 
 
“Data Outsourcing: Emerging Information Technology Issues,” (Association of the Bar of the City of 
New York, Continuing Legal Education Program, May 2005). 
 
 


