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Developing a “Tool Kit for Decision-Makers”
Background

New, groundbreaking quantitative techniques now enable analysts to effectively model
complex systems. These techniques are generally referred to as Network Analysis.

Network Analysis techniques are flexible enough that numerous types of networks can
be analyzed, including:

e Social Networks

Organizational Networks

Physical Networks

Financial Networks

Beliefs, Roles, or Action Networks

In network analysis, people, organizations, roles, and beliefs are studied and then links
are established based on some characteristic about the relationship. The people
organizations, roles, and beliefs are commonly referred to as nodes and their
relationship is called a link or edge. Additionally, the nodes and links can have
quantitative characteristics. For instance, some nodes’ importance can be emphasized
through numerous quantitative techniques and links can be weighted or designated to
be bi-directional or uni-directional.

Additionally, these techniques allow the construction of meta-networks, or “networks of
networks.” For example a meta-network model can depict how the diffusion of a “belief”
impacts an existing social network.

The “Tool Kit”

An amazing amount of detailed quantitative research has been conducted in the
analysis of complex systems. Unfortunately, the results of the typical analytical effort
leaves a decision-maker scratching their head and asking, “so what?” This research
effort will develop a “tool kit” or “dashboard” that, based on rigorous analytics, will
supply decision-makers with the “so what” that will allow them to develop a strategy and
make effective decisions.



Node Characteristics

Once the network is developed, researchers can then use analytical techniques to
identify and evaluate each node in the network. Network analysis measures provide
insights into the various roles and groups in a network.
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Six common metrics (These metrics are commonly “normalized” from 0 to 1, enabling
comparison between nodes.) used to evaluate a node in a network are:

1. Degree Centrality- An indicator of the number of direct links a given node has
with adjacent nodes. Nodes with high values have the most direct connections.
Nodes with high centrality tend to be “in the know.”

2. Closeness Centrality- An indicator of “how close” all other nodes in the network
are to a given node. For instance, a node with the highest closeness value is the
closest node to all other nodes in the network and has rapid access to
information.

3. Betweenness Centrality- An indicator of how many paths a given node lies
between two, or more, nodes in the network. Nodes high in betweenness tend to
be intermediaries, liaisons, or bridges.

4. External and Internal Link Ratio- The ratio comparing the number of links a
node has within its home organization to that of links with outside organizations.
The balance may be high in the direction of external; low in the direction of
external; or balanced between the two.
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5. Reciprocity —The degree to which two nodes that are “linked” value the link
equally. Links can be bi-directional (both nodes value the link equally) or uni-
directional (both nodes do not value the link equally). As an example, node 1
may describe another node 2 as a friend while node 2 describes the node 1 as
an acquaintance.

6. Eigenvector Centrality- This measure describes how connected a node is to
other highly connected nodes. An agent with a high eigenvector centrality value
typically is a hidden influencer who can influence other nodes in the network.

A Proposed “Tool Kit Framework” to Evaluate Nodes in a Network

Network scientists and analysts have proposed designated roles for nodes based on
their quantitative characteristics. Some of the more common ones include:

Hub- A node that is very much at the center of the network. It will tend to have a large
number of direct links with other nodes as well as short network paths to a large number
of other nodes in the network.

Expert — A node that is recognized to possess specialized knowledge and skills. Links
to experts frequently cross many formal boundaries.

Influencer—A node that has considerable influence over other nodes, and their beliefs
or actions. This node may not be in a formal leadership position but possess informal
power and influence.

Gateway— A node that sits between two or more groups. One of these groups
commonly includes the given nodes home organization-but it may not. This node serves
as an important communications channel between the groups.

Blocker--A node that effectively blocks information flow or actions in the network.
There is often a significant relationship between this node and the ability to influence the
network.

Isolate— A node that has few connections in a network and quite often even within its
own smaller “home organization.” Isolates often appear within strongly hierarchical
networks.

Based on node characteristics described above or, other measurements that the team
discovers, we propose the development of a matrix that enables a rigorous and
standardized designation for nodes in the network. The team will determine a
guantitative standard for each cell in the matrix based on historical data sets. For
instance, degree centrality may be given a “high, moderate, or low” designation based
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on the mathematical qualifications that we developed. We will then propose a
“definition” for each role in the network. For instance, all “hubs” will likely have the
same designation for each characteristic e.g. the same value for degree, closeness,
betweenness, etc.
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Another Proposed “Tool Kit Framework” to Evaluate Nodes in a Network

We can also assign nodes similar roles as described in the first technique by utilizing
the Eigenvector Centrality, Closeness Centrality, and Betweenness Centrality metrics.
The framework illustrated below is a common technique. The “dividing line” in the
diagram (for instance, the value of “betweenness” that separates a “Gatekeeper” from a
“Superbroker”) is not defined. Out team has access to rich data sets that will allow us to
develop a quantitative approach that will definitively set this standard.

Eigenvector

A
Gatekeeper Superbroker Facilitator Market Maker
g
;=
T
i 2 Peripheral
Peripheral Broksi O eriphera Broker
Player Player
Betweenness i Betweenness .
4|Page

Network Science Center, West Point
www.netscience.usma.edu

845.938.0804




Based on the results of the research, we expect that we may potentially combine the
two frameworks discussed or even develop new and more accurate analytical
frameworks. We will also redefine or create new node classification descriptions.

Conclusion

This ability to classify individual nodes in a network enables “decision makers” to quickly
“zero in” and focus on the prominent and influential nodes in any developed network.
This technique is amazingly powerful and applicable not only to the analysis of
traditional social networks but to organizational networks, functional meta-networks, and
roles or beliefs. This ability to quickly identify influential nodes combined with their
corresponding characteristics will allow decision-makers to develop more effective
strategic plans.

Investigation Team Bios:

Colonel Graham, PhD will serve as Co-Principal Investigator. He is currently
West Point’'s Associate Dean for Research and Chief Scientist, as well as the
Director of the Network Science Center. He received a PhD from Carnegie
Mellon University, a M.S. from Ohio State University. Previously, COL Graham
served as Program Manager for Engineering Psychology and General
Psychology, and the Laboratory Director in the Behavioral Sciences and
Leadership Department at West Point. Contact Info: john.graham@usma.edu

Mr. Dan Evans will serve as Co-Principal Investigator. He is currently the
Deputy Director of the Network Science Center at the United States Military
Academy and has years of experience studying African economic and social
networks. Mr. Evans holds an MBA from the College of William and Mary.
Contact Info: daniel.evans@usma.edu

Brian Macdonald, PhD will serve as quantitative researcher on the team. He is
currently an Assistant Professor in the Department of Mathematical Sciences at
the United States Military Academy and holds a Master of Arts and a Ph.D. in
Mathematics from Johns Hopkins University. Contact Info:
brian.macdonald@usma.edu

Csilla Szabo, PhD will serve as quantitative researcher on the team. She is
currently an Assistant Professor in the Department of Mathematical Sciences at
the United State Military Academy and holds a Master of Science in Applied
Mathematics and a Ph.D. in Mathematics from Rensselaer Polytechnic Institute.
Contact Info: csilla.szabo@usma.edu
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